T2-5 Advanced Capture and Display
Filtering
April 1, 2008

Tony Fortunato
Sr Network Specialist | The Technology Firm

SHARKFEST '08
Foothill College
March 31 - April 2, 2008




About your Presenter

Tony Fortunato, Sr Network Specialist, The Technology Firm
Certified Fluke Networks and Wireshark Instructor
Website: www.thetechfirm.com

A Senior Network Specialist with experience in performance testing, network design, implementation, and
troubleshooting LAN/WAN/Wireless networks, desktops and servers since 1989.

Tony has taught at Colleges/Universities, Networld/Interop and many onsite corporate settings to thousands of
analysts.

Tony is an authorized and certified Fluke Networks and Wireshark Instructor. His Pine Mountain Group CNA
Level | and Il certification demonstrates his vendor neutral approach to network design, support and
implementations.

Tony has architected, installed and supported various types of Residential Wireless High Speed as well as
hundreds of WIFI hotspots.. Tony combines custom programs, open source and commercial software to
ensure a simple support infrastructure.

Tony works on networks from 2 to 120,000 nodes and specializes in post installation performance/design review.
This process involves using various tools (Protocol analyzers, traffic generators and network management)
and working on multi-vendor equipment (switches, routers, servers, etc).

Tony works at customer sites within a range of capacities from project management, network design, consulting,
troubleshooting, designing customized courses and assisting with installing physical equipment.
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Capturing Traffic

Capture
Engine
Capture Filters
Winpcap i Airpcap - Libpcap

Network
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When capturing with Wireshark, you have 2 options;
Using the GUI

Using the command prompt and tshark

~tshark 1D
- tshark 11

= V1 .
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Capture Filters

Based on the tcpdump format

Location identified in Help -> About under Folders Tab

Wireshark | Suthars  Folders |F‘Iu|;|ins |License I

Marne 1 | Falder
"Fil=" dialogs Zi\Documents and Settings) Tony FortunatolDesktophring Files)
Temp 3\ DOCUME~ 1\ TORYFO~ 1 LOCALS~ 1 Temp!

Personal configuration C:\Documents and Settings!, Tore: Fortunatol Application Datalwireshark),

Global configuration  C:\Program Files\Wires

& C:'Documents and Settings’, Tony Fortunato',Application Data’ Wireshark

File Edit ‘iew Faworites Tools  Help

OEian:k - .'\_) - LE ..

fddress IE} 1 Documents and Setkings) Tony Fortunakol Application DatalWireshark,

—

J,_j Search i Folders

. N v | Cilters calorfil
Capture Filter =§"EE il 2%

s
Izt (s - I_th “oree of cfilkers

)

dfilters

o weaen) — Display Filter (2] | 7,
@ My Dacumerts =

) Shared Documents | PrEfErences recent
:i My Caomputer '1:'1'1 . EF ;IIEEE

\-'_-g My Mebwork Places
f(www.wirasharku.com

=
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cfilters file notes

Make sure you use a text editor, or save In a text
format

Ensure you have a blank line at the end of the file

Good idea to create a header and indent the related
filters
-lo/x|

File Edit Format Wiew Help

[MAC FILTERS"™ HEADER N
" Mac address" ether host 00:11:95:2F:bf:cc
" Ethernet Source First 3 Bytes" ether.src [6 :3] == 00:11:85
"IP FILTERS" HEADER
" IF" h
IP#2" host 192.168.20.32
Host " host 10.10.1.1
Source Host" srec host 10.10.1.1
' bestination Host" dst host 10.10.1.1
"BROADCAST & MULTICAST FILTERS" HEADER
" IP Multicast” ip multicast
Ethernet Multicast" ether multicast
Broadcast" ether hroadcast
"SPECIFIC ETHER T¥PE" HEADER
" ARP" ether proto 0806
RARP" ether proto 8035
apple Talk" atlak
IP" ether proto 0300
IP ver &" ipé |
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Capture Filter Reference

Command

Description

ether host MAC address

Capture all packets to and from a MAC address

IP Filters

host ip address

Capture all packets to and from an ip address

src host ip address

Capture all packets from an ip address

dst host ip address

Capture all packets to an ip address

TCP/UDP Filters

port port

Capture all packets to and from a port number

src port port

Capture all packets from a port number

dst port port

Capture all packets to a port number

IP Network Filters

net net

Capture all packets to and from a subnet

src net net

Capture all packets from a subnet

dst net net

Capture all packets to a subnet
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Capture Filter Examples

Command

Description

ether host 00:15:¢5:37:40:60

Capture all packets to and from MAC 00:15:¢5:37:40:60

IP Filters

host 10.44.10.1

Capture all packets to and from 10.44.10.1

host www.wireshark.org

Capture all packets from www.wireshark.org

TCP/UDP Filters

port 80

Capture all packets to and from TCP/UDP port number 80

portrange 67-68

Capture all DHCP bootps/bootpc

port http

Capture all packets from devices using http

tcp portrange 1200-2000

Capture all packets with TCP port # 1200-2000

IP Network Filters

TECHNOLOGIES

net 10.44.10 Capture all packets to and from a subnet 10.44.10
arp Capture all arp packets
udp Capture all udp packets
tcp /;—//"'__.._-—‘ Capture all tcp packets Moo |
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Supported Capture Protocols

arp Address Resolution Protocol

esp Encapsulating Security Payload

icmp Internet Control Message Protocol
icmp6 Internet Control Message Protocol, for IPv6
igmp Internet Group Management Protocol
igrp Interior Gateway Routing Protocol

ip Internet Protocol

ip6 Internet Protocol version 6

pim Protocol Independent Multicast

rarp Reverse Address Resolution Protocol
stp Spanning Tree Protocol

tcp Transmission Control Protocol

udp User Datagram Protocol

vrrp Virtual Router Redundancy Protocol
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Data Pattern Offsets

To retrieve a single byte from a packet, use square
brackets to indicate the offset of that byte from the
beginning of a particular protocol. Offsets start at zero
(e.g.,tcp[O] gives the first byte in the TCP header and
tcp[1] gives the second byte)

TCP Header Layout

01112 |34|5|6|78|9|10011|112|13|14(15|16|17(18(19|20|21|22|23|24|26(27|28|29(30(31 |32

Source Port Destination Port

Sequence Number

Acknowledgment Number

UlA|P|R|S|F
Data Offset Reserved RIC|S|5|Y]|I Windows
G|K|H|T|N|N
Checksum Urgent Pointer
Options Padding
Data
= | ——
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HTTP Get Offset Example

Mo, - Timne Length B | Source Destination
2932 012619 ae7 69.0181.134.143 63, 147, 175,35
2933 012619 73 e 081,134,143 63,147, 175,35

<

. s Dbememrp| Spc: 69,181,134, 143 {69.IEI.I34.I43) Dst; 63,147,175,

TCP Oﬂ:set :urn’rul Protocal, Src Port: 3225 (3225

£ L

|E| Hypertext [ ransfer Protocal

000 QOO 5022 25820800 464 3209083004500 ML FuGE

DO 0 0 62 68 6l 4000 40 06 |6 3a 45 b3 86 Bf 3f 93 .bha@.@, B
D020 af 23 W e it O L R e

D030 ERERCERERNNN 47 45 54 20 f 70 68 6f 74 6f LE T /phota
040 2 32 30 3'13' e T2 Ge 66 6 Sf 63 S20068/1 | 14/nfl_c
oS0 ef6l 6368 65 73 Sf 3 33 34 Qe 68 O 67 2048 oaches | 3ijpg H

4 Bytes of Data
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Overview of Display Filters

Can visit http://www.wireshark.org/docs/dfref

% wireshark: Display Filter
~Edit——Filter

Ethernet address 00:08:15:00:08:15 -ﬂ

P——— BTK | Ethernet type 0x0806 (ARP)

Ethernet broadcast

Mo &RP

Dissectors — Plugiglf- Display Filters

1P only
IP address 192,168.0.1
IP address isn't 192.168.0.1, don't use = for this!

Core Engine

~ IPX only
TCP only
Capture eretap Delete l bR s
Engme lerary
UDP port isn't 53 {not DNS), don't use != for this!
TCP or UDP port is 80 (HTTP) ﬂ
~Properties
Filter name: I

Filter string: | Expression... I
Help | QK | Apply | Cancel
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Display Filter Syntax

Visit www.wireshark.org for the master list of Display Filter field names,
types, descriptions and versions

Display Filter Reference 5

Wireshark's most powerful feature is its vast array of display filters (over 51000 as of /
version 0.99.5). They let you drill drill down to the exact traffic you want to see and are theg

basis of many of Wireshark's other features, such as the coloring rules. (
This is a reference. If you need help using display filters, please see the wireshark-filter &
and the User's Guide. {
Index 3
239ABCDEEGHIJKLMNOPQRSTUYWXYZ 2

Display Filter Reference: Transmission Control Protocol 3

Protocol field name: tcp )
Versions: 0.100t0 0995
Back to Display Filter Reference

m

Unsigned
tcp.ack 32-bit ﬁLrJ:rl;nboevrvledgement 8 ;8 gto )
integer ' $
tcp.analysis.ack_lost_segment None ACKed Lost Packet 8;8 gto ;
" Time The RTT to ACK the 0.100to
IopianalEl Ak duration segment was 0995 }
: Frame Thisisan ACKtothe 0.100to ¢
lepranalysisiacks. ftame number segment in frame 0995 ¢

en anahis dupieatadecls, A g Dlones. . Luslicata ™" T — ,QQ,QMOIIOK

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Operators and Advanced Filters

Operators
== or eq equal to
| or or or
> or gt greater than
>= or ge greater than or equal to
<= or le less than or equal to
< or It less than
! or not not
I= or ne not equal to
contains
matches
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Build Filters Based on Captured Packet

Right mouse click on any

fleld and elther Apply or = Transwission Control Protocol, Src Port: 1181 (1181), Dst
. Source port: 1181 (1181)
Prepare a filter based on bestination porc: heep (80)
the fleld and Value Secquence nurnber: 0 (relative sequence number)
. h . I . Header length: 28 bytes
( W I t a- n I m p I Flags: 0x02 (SYN)
: T —— Expand Subtrees
Operator)_ Vindow s:j.ze. 1638+« Extardinl
Checksum: 0xa97c | Collapse 4l
Options: (8 bytes)
Copy
Apply as Filter W
Prepare a Filter » Mot Selectel
Follow TCP Stream ... and Selected
Follow S50 Stream ... or Selected

... and not Selected
... Or not Selected

W Wiki Protocol Page

W Filter Field Reference
Protocol Preferences. ..

% Decode As...
Resolve Name

GO to Corresponding Packet
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Build Filters Based on Expressions

Field Name Relation Value

1! wireshark: Filter I'xpression
Field name Relation Yalue (unsigned, 4 bytes)
rre - .
Al : 227
FractalGeneratorProtocol zizh I TR /l
== Predefined values: .
Frame = T eSOty :l * Pred efl n ed
FRSAPI )
> Help message \17 Val ues
FRSRPC g MNAME system type
<
FTAM Service ready for new user
=
FTBP Service closing control conm
<=
=l FTP Data connection open; no tt
ftp.response - Response (TRUE if FTP response) Closing data connection
ftp.request - Request (TRUE if FTP request) Entering Passive Made
ftp.request.command - Request command User logged in, proceed
ftp.request.arg - Request arg Requested file action okay, L]
ftp.response.code - Response code 4 I I LI
ftp.response.arg - Response arg _l Range (offsetlength)
= de g
4« | 2 |
oK Cancel |
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Build Filters from Statistics Reports

| use the O0Prepare a Filter
—lo/x

Ethernet: 76 | Fibre Channel IFDDI IPwd: 52 | 1P IJXT.C'. |SCTF‘ | TCR: 7 | Token Ring | LIDP: 193 | II5E |wmr~1 II"-.ICF' | RSVE |

IPvw4 Cornversations

Address A address B Packets Bytes © | Packets f-=B | Bytes A-=B | Packets 4<-B | Bytes &4<-B | Rel Skart Lot

10.0.1.200 175,46, R ImmeK EREEE 0.154944000 __ 47%
10.0.1.245  239.255.255.250 36 Opply as Filter 776.264156999 6.7
10.0,1,239 239,255,255,250 20 GGG Selected 121,8394553000 197
10.0.1.230  10.255.255.255 10 Find Packet Mot Selecked 2.902963000 415
10.0.1.247 224.0.0.251 10 v olorize Conversation ... and Felected P 4B SU.612303999 - 347
10.0.1.205  239.755.755.750 15 — . . . 270655227999 5.4

2
2
F
F

1001 200 2o 14 o1 ony Fortunato - novotel full capture.cap - Wireshar x|
10.0,1.200 10.0.1.2; FEile Edt ‘iew Go Capture pAnalvze  Statistics  Help
10.0,1,239 255,255, _ —
10.0.1.230  22400: G @ & BEEXXEE AT LIBEBIQQ -
10.0.1.239 10,2552
10.0.1.9 10.255.2 = [0 __ : __ - :
100152 10 755 2 Eilker: Ilp.addr' 100, 1200 &% ip.addr==12846.156.1 17 Expression... Clear  Apply
10.0.2.0 10,255.2 _ — .
“l Mo, - | Time length B| Source Destination Pratocal | Info :I
| 250 10,0,1.219 0,255255255  BROWYS Domain/yorkgroup Annour
[V Mame resalution 2 0134944 [L14 12846 156117 10.0,1.200 TCF 53186 > 106 [ACK] Seq=I
Help | 3 0007959 (S04 12846 156 117 10.0,1.200 TCP 53185 > 106 [ACK] Seq=I
4 0,000032 E4 10.0.1.,200 2848 156117 TCP [10& = 53185 [ACK] Seg=1
5 0007sa9 (514 2848 156117 10.0,1.200 TCP L3186 = | 106 [ACK] Seq=2
& 0195927 54 100,200 [28.46 156,117 TCP [ 1086 = 53185 [ACK] Saq=I ;I
1 | )
|File: “Ci\Documents and Settings!, Tony FortunatolDeskiopidnd'tr... | Packets; 5961 Displayved: 5961 Marked: 0 &
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Top 10 Useful Filters

IP Address: ip.addr == X.X.X.X
MAC Address: eth.addr == XX XX XX:XX:XX:XX
ICMP! icmp
My MAC Address: eth.addr == XX XX XX XX:XX:XX
DHCP: bootp
High Delta Time: frame.time_delta > 1
TCP Port: tcp.port == X
UDP Port: udp.port == x
TCP ACK RTT: tcp.analysis.ack _rtt> 1
TCP Length: > x <y tcp.len > x && tcp.len <y
Bonus
Not My MAC: leth.addr == XX XX XX XX XXXX
CACE WIRESHARK
UNIVERSITY
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Manually Editing the dfilters File

"Ethernet address 00:08:15:00:08:15" eth.addr == DO not append a file

"Ethernet type 0x0806 (ARP)'" eth.type == 0x080§J .
"Ethernet broadcast" eth.addr == ff:ff:ff:ff:ff extension
""No ARP'" not arp ‘J

"IP only" ip
"IP address 192.168.0.1" ip.addr == 192.168.0.3) ]
"IP address isn't 192.168.0.1, don't use !'= fo p |nC|Ude blank |Ine after
192.168.0.1) ;
"IPX only" ipx {
"TCP only" tcp f’
"UDP only" udp {
"UDP port isn't 53 (not DNS), don't use !'= for}
"TCP or UDP port is 80 (HTTP)" tcp.port == 80

3

"HTTP'" http
""No ARP and no DNS" not arp and ! (udp.port == '
"Non-HTTP and non-SMTP to/from 192.168.0.1" not

(tep.port == 25) and ip.addr == 192.168.0.1 ;
{

"Macof window=512" tcp.window_size == 512
"ICMP type 8 code not 0" (icmp.type == 8) && ! (
"P1n$ggd mt}"\\(lgs tyge ==j§l && /\1\3@3
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Display Filters

The easiest way to learn is to look at existing traces and
reference the field name you are interested In;

=l Hypertext Transfer Protocol
= GET fossfws-2.css HT TR Twrin

Fequest Method: GET

Fequest LIRL fcssfws-2.cs5
Fequest Yersion: HTTF/ .|

_I Herst wewewr woirasharlk aeaeh
4

HTTP Fequest Method (htkp, request.method), 3 bytes

= V4 —
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Display Filter Time Saver

When | want to build a fil'¢t
long fieldname, | simply right click on the field name
and use the Prepare A Filter-> Selected and then

modify the filter from there.

File Edit Yew Go Capture Analvze Statistics  Help

SEoeed DCHXREE|XNedT L
Filker: Ifr'arne.time_delta_displa}fed == 0,598053000 T  Expres
Mo, - Tirme Length B | Source Destination

19 [3.069780 SL& 044,010,100 [28.121.50.0122

F13 104410, 00 [28.121.50,]22

El Frame 26 (713 bytes on wire, 713 bytes captured)
Aprival Time: Feb 23, 2008 | 7:38:54.09457 1 000

[Time delta from previous captured frame: 0.000272000 seconds]

[Tire delta fraom pr Expand Subtrees 000 seconds]
[Time since referen,  Expand Al seconds]
Collapse all
Frame Mumber: 25
Apply as Filker r
Frame Length: 713 Prepare a Filker [} Selected
Zapture Length: 71 Follow TCP Stream Mot Selected

) Follow WD Stream ... and Zelected
[Frarme is marked; F

/,/’-H"L_'_ Follovy S50 Stream ... Or Selected /(
L | I www.wirgshark.com
; = = ... and not Selected .
Time delta from previous display Copy r o el Gl WI R E S HARE{
[T Fxnnrt Selerted Packer Butes S
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Build Filters Based on Packets

Right mouse click on any

fleld and elther Apply or = Transmission Control Protocol, Src Port: 1181 (1181), Dst
. Source port: 1181 (1181)
Prepare a filter based on bestination port: http (80
the fleld and Value Secquence nurnber: 0 (relative sequence number)
. t h . I . Header length: 28 bytes
( W I a- n I m p I Flags: 0x02 (SYN)
Operator)_ Window size: 1638¢ Ezz:::i:bt’ees
Checksum: 0xa97c | Collapse &l
Options: (8 bytes)
Copy
Apply as Filter W
: Prepare a Filter » Mot Selecte!
: Follow TCP Stream ... and Selected
Follow S50 Stream ... or Selected

... and not Selected
... Or not Selected

W Wiki Protocol Page
°

Filter Field Reference

Protocol Preferences. ..

% Decode As...
Resolve Name

GO to Corresponding Packet
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Save Filtered, Marked and Ranges of Packets

Packet Range Selection

. Captured/Displayed

. All packets

. Selected packets
Marked packets
First to last marked packet
Range

e —
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