AirPcap

Family of Wireless Capture
Adapters

User’'s Guide




Copyrights
Copyright © 2008 CACE Technologies, Inc.
All rights reserved.

This document may not, in whole or part, be: coppbtocopied; reproduced; translated; reduced; or
transferred to any electronic medium or machineabke form without prior consent in writing from
CACE Technologies, Inc.

AirPcap Family of Wireless Capture Adapters User'sGuide

Document Version: 3.2.1
Document Revision: June 2008

CACE Technologies, Inc.
Davis, CA 95616

(530) 758-2790

(530) 758-2781 (fax)
support@cacetech.com
http://www.cacetech.com




The AirPcap Product Family..........ccccocvieiveccii e 3
A Brief Introduction t0 802.11........cccuiiieeeceiieiiiee e 4
BIC=] 1011 0o (o Y PSSP 4.
802.11 StANANTS.....ccivveeiiiie it eeeeme et 4...
ChANNEIS .....eiiiiie e e e 5
TYPES Of FramES........ovvieiiiiiie et 6...
How AirPcap Adapters Operate.........ccvvveeecceeeeeeeiiiieee s e s 7
Multiple Channel Capture (applies to USB adaptaig)o................... 8
Configuring the Adapters: the AirPcap Control Panel............c............. 9

Identifying the AirPcap Adapters .........ccvceeccieee i 9
Y= 1] o PSSP 10
WEPR KBYS ...ttt e e e eeeeeeeees 11.
The Multi-Channel Aggregator (applies to USB Airpca
AdAPLEIS ONIY) .. 12
AirPcap and WIreshark ...........cccuviiiiiieeecee e 14
Identifying the AirPcap Adapters in Wireshark............cccccoccveees 14
The Wireless TOOIDAN .........coiiiiiiiiii e 14
The Wireless Settings Dialog ................ e eeeevveeeesiiineeesssieeeaaens 16
The Decryption Keys Management Dialog.......cccccceeeevivieeeeiinnennn. 18
The Multi-Channel Aggregator (applies to USB Airpca
AdAPLEIS ONIY) .. 19
Transmit Raw 802.11 Frames on Your Network ....cccc......ccoeevveeenn.. 20
Where t0 Learn MOFE ........cccueviiiiiiiiiieceeeee e 1.2
Appendix A: 802.11 FreQUENCIES .......cocvvimmereeeeeciiee e e ssiieeee e seiiee e 22
2AGHZ BANG.....cooviiiiiiie ettt 2.2
BGHZ BANd.......ciiiiiiiiiiie et 22.
Channels Supported by the AirPcap Product Family.................... 22



Figure 1: The AirPcap Control Panel. Settings Tab..............ccccceee... 9
Figure 2: AirPcap N and Extension ChannelSetting..........ccccccceeuve... 10
Figure 3: The AirPcap Control Panel. Keys Tab..........ccccoccvveeeeiinnnenn. 12
Figure 4: Multi-Channel Aggregator ...........cccccuvvieeeeeiiereeecciiee e 13
Figure 5: The Wireshark Adapters LiSt .......ccemeeiicieeeeiiiiiee e, 14
Figure 6: The Wireshark Wireless Toolbar....cccceeeeovcieeeiiicieee e, 15
Figure 7: Wireless Settings Dialog in WiresharK.........ccccocevvveerinnen. 17
Figure 8: Decryption Keys Management Dialog in \&firark ................. 18

Table 1. Feature Comparison for the AirPcap ProBaatily.................... 3

AirPcap User's Guide



The AirPcap offerings are the first open, afforéadmhd easy-to-deploy
packet capture solution for Windows. All of the Raap offerings will
capture full 802.11 data, management, and comtaoids that can be
viewed in Wireshark thereby providing in-depth piutl dissection and
analysis capabilities. Below we provide a featuetrix that gives a high-
level overview of the feature sets of the adaptetise AirPcap Product

Family.

More detailed information regarding each the menolbéne AirPcap
Product Family can be found on the CACE TechnobUuebsite
http://www.cacetech.com/

AirPcap AirPcap Tx AirPcap Ex AirPcap N
Classic
Captures Full 802.11 Frames Yes Yes Yes Yes
Fully Integrated with Wireshark| Yes Yes Yes Yes
Open API Yes Yes Yes Yes
Multi-Channel Monitoring
(with 2 or more adapters) Yes Yes Yes No
Packet Transmission No Yes Yes No
External Antenna Connector No No Yes No
Form Factors USB Dongle USB Dongle USB Dongle cardBus (32 bité)
Frequency Bands 2.4GHz (b/g 2.4GHz (b/g) 2.4 &Bd5 2.4 and 5GHz
(a/blg) (a/b/g/n)
Table 1. Feature Comparison for the AirPcap Product Family

1 Other form factors available by special order enigi-PCl and mini-PCI Express



The term3Nireless LANor WLANare used to indicate a wireless local
area network, e.g. a network between two or mdegitsis” that uses
radio frequencies instead of wires for the commatioo.

All components that can “connect” to a WLAN areereéd to astations
Stations fall into one of two categoriegcess pointer wireless clients

Access points transmit and receive informatiorréoff stations using
radio frequencies. As we shall see later, the dai choice of a radio
frequency determines a wireless “channel.” An aspeit usually acts as
a “gateway” between a wired network and a wiretets/ork.

Wireless clients can be mobile devices such aspappersonal digital
assistants (PDAs), IP phones or fixed devices asalesktops and
workstations that are equipped with a wireless agtunterface card.

In some configurations, wireless devices can conncats directly with
each other, without the intermediation of an acpesst. This kind of
network configuration is callggeer-to-peepr ad-hoc

A Basic Service S€BSS is the basic building block of a WLAN. The
“coverage” of one access point is called a BSSe &dcess point acts as
the master to control the stations within that BS8SS can be thought of
as the wireless version of an IP subnet. Every B&San id called the
BSSID which is the MAC address of the access pointicegthe BSS,
and a text identifier called trf&SID

802.11is a standard that defines the physical layertladata-link layer
for communication among wireless devices. The 0aig802.11
specification was ratified in 1997, uses the 2.4®&€equency band, and
allows transmission rates of 1 or 2 Mbps.

802.11aratified in 1999, is an extension of 802.11 thadrates at 5 GHz.
It supports 8 additional transmission rates: 829,18, 24, 36, 48 and 54
Mbps.

802.11b ratified in 1999, is an extension of 802.11 s the same 2.4
GHz frequency band, and supports two additionaktrassion rates: 5.5
and 11 Mbps.

802.11g ratified in 2003, is backward compatible with 80ib, and
supports the same additional transmission ratesifou802.11a: 6, 9, 12,
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18, 24, 36, 48 and 54 Mbps.

802.11;j ratified in 2004, defines an enhanced securitghrarism based
on AES.

802.11n expected to be ratified in 2009, is backward catibfe with
802.11a, b, and g, and will operate at 2.4 GHzagtidnally 5 GHz. It can
potentially support data rates up to 600 Mbps.

802.11b and 802.11g divide the 2.4 GHz spectrumlBtchannels,
beginning with channel 1 and ending with channel TBe center
frequency of channel 1 is 2,412MHz, channel 244 2MHz, etc. The
center frequencies of adjacent channels are 5 Ndet.aThe bandwidth
of each channel is 20 MHz which means that chai€majs“overlap.”
The commonly-used non-overlapping channels arengiand, 6, and 13.
There is a 1% channel whose center frequency is 12MHz abovergian
13. These frequency bands are referred thhasnelsand stations
communicate using a particular channel.

802.11a and 802.11n operate in the 5 GHz rangenvididivided into a
large number of channels. The center frequenchafinel 0 is 5,000
MHz, the center frequency of channel 1 is 5,005 MHMkae formula for
relating channels (n) to center frequencies irbt&Hz range is:

Center frequency (MHz) = 5,000 + 5*n, where n =.Q,199,
Center frequency (MHz) = 5,000 — 5*(256 — n), where 240, ..., 255.

Note that channels 240 to 255 range from 4,920 ktHZ995 MHz. As
with the 2.4 GHz band, each channel is 20 MHz wa@2.11n allows for
“wide” channels — that is, two adjacent 20 Mhz lsabte that the
channel numbers of the two adjancent 20 MHz barela@t adjacent)
can be used “side-by-side” in order to be backveartpatible with
802.11a, b, and g, or they can be combined inboghes40 MHz channel
in “Greenfield” mode.

The actual use of the channels, however, depentteeaountry. For
example,in the USA, the FCC allows channels 1 tjindll in the 2.4 GHz
band, whereas most of Europe can use channelsugthd 3. No matter
where you are, you can use AirPcap to listen onsapported channel.
The regulations for the 5GHz band are much moregptem

Each BSS operates on a particular channel, ieeg¢bess point and all of
the wireless clients within a BSS communicate @eommon channel.
The same channel may be used by more than oneVi3% this happens,
and if the BSSs are within communication rangeagheother, the
different BSSs compete for the bandwidth of thendleh and this can
reduce the overall throughput of the interferingsBSOn the other hand,



selecting different channels for nearby accesstpaiill mitigate channel
interference and accommodate good wireless coversigg multiple
BSSs.

A BSS is formed by wireless clients “associatinggrmselves with a
particular access point. Naturally, a wirelessntligill have to “discover”
whether there is an access point within range tsnzbrresponding
channel. For this purpose, access points advéngsaselves with
“beacon” frames and wireless clients can (passjiviskgn for these
frames. Another discovery approach is for the e client to send out
“probe” requests to see if certain access poisvithin range.
Following the discovery process, wireless clientssgnd requests to be
associatedvith a particular BSS.

The 802.11 link layer is much more complicated tthemnEthernet one.
The main reason is that wireless links have lowkalility compared to
the reliability of wired links, and therefore the@2811 link layer has
features to reduce the effects of frame loss. kKamele, every data frame
is acknowledged with an ACK frame. Moreover, thetpcol needs to
support access point discovery, association ardsieiation,
authentication, wired/wireless bridging, and matheofeatures that are
not necessarily needed in a wired link layer.

When capturing on a wireless channel, you willtbeee main kinds of
frames:
Data frames
Control frames
o Acknowledgement
0 Requestto Send
0 Clearto Send
Management frames
Beacons
Probe Requests / Probe Responses
Association Requests / Association Responses
Reassociation Requests / Reassociation Responses

Disassociations

O O O O o o

Authentications / Deauthentications

Additionally, frame headers may contain Qualityseivice (QoS) and
High Throughput (+HTC) information.
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The Control frames are used to improve the relighwharacteristics of
the link. The establishment of a BSS through tleegss of discovery and
association is supported by the Management framaading possible
authentication steps in the process.

It is beyond the scope of this brief introductiordescribe the details of
these frames and their usage in the 802.11 protibgmiu are interested in
additional details, you can consult the followinghsites:

http://standards.ieee.org/getieee802/802.11.html

http://www.wi-fiplanet.com/tutorials/article.php/44501

http://technet2.microsoft.com/WindowsServer/endilgt370b019f-711f-
4d5a-8ble-4289db0bcafd1033.mspx?mir=true

Another good source is the bo882.11® Wireless Networks: The
Definitive Guide (2 Edition) by Matthew Gast (ISBN-10 0-596-10052-3).

The AirPcap adapter captures the traffic on a singhnnel at a time; the
channel setting for the AirPcap adapter can begdthnsing the AirPcap
Control Panel, or from theAtlvanced Wireless Settirighalog in
Wireshark. Depending on the capabilities of youP&ap adapter, it can
be set to any valid 802.11a/b/g/n channel for packgture.

All of the AirPcap adapters can operate in a cotaplgpassive mode.
This means that they can capture the traffic omeamicel without
associating with an access point, or interactirtf amny other wireless
device. Unless you are transmitting with eitheP&@pTxor AirPcap EXx,
none of the adapters is detectable by any othetegs station.

The AirPcap adapters can work in, so calidnitor Mode In this mode,
the AirPcap adapter will capture all of the frartiest are transferred on a
channel, not just frames that are addressedTbig.includes data frames,
control frames and management frames.

When more than one BSS shares the same channalrfloap adapter
will capture the data, control and management feainzen all of the BSSs
that are sharing the channel and that are witmge®f the AirPcap
adapter.

The AirPcap software can optionally be configuedecrypt WEP-
encrypted frames. An arbitrary number of keys aandnfigured in the
driver at the same time, so that the driver camygpethe traffic of more
than one access point at the same time. WPA and2/¢Bpport is
handled by applications such as Wireshark and &gtcng. See the



sectionWEP Key®n page 11 anfihe Decryption Keys Management
Dialog on page 18 for more information.

$ % & '

This section applies to all members of the AirPRemduct family except
AirPcap N When listening on a single channel is not enongtitiple
AirPcap adapters can be plugged in a PC and uskd same time to
capture traffic simultaneously from different chalsn

The AirPcap driver provides support for this operathrough to the
Multi-Channel Aggregatotechnology, that exports capture streams from
multiple AirPcap adapters as a single capturerstrea

The Multi-Channel Aggregator consists of a virtuérface that can be
used from Wireshark or any other AirPcap-basediegjin. Using this
interface, the application will receive the trafiiom all the installed
AirPcap adapters, as if it was coming from a simigleice.

The Multi-Channel Aggregator can be configured bkey real AirPcap

device, and therefore can have its own decrypB@§ checking and
packet filtering settings.

AirPcap User's Guide



The AirPcap control panel (Figure 1) provides avenent and intuitive
way to configure the parameters of currently-coteéirPcap adapters.
The changes made to an adapter using the AirPcamtpanel will be
reflected in all of the applications using thatatda

To start the AirPcap control panel, click on

START PROGRAMS AirPcap AirPcap Control Panel

Drop-down List of Installed

[Select an Adapter from the}\

AirPcap Adapters

AirPcap User’s Guide

Blink the Led of the
Selected Adapter

Select a Channel

Drop-down List
of Available Channels

Figure 1: The AirPcap Control Panel. Settings Tab.

The drop-down list in the Interface box at the edphe panel presents a
list of currently-installed adapters. Selecting ohéhe adapters in the list
allows you to view/edit its configuration.

The drop-down list identifies the USB AirPcap a@aptusing adapter
numbers (e.g. 00, 01, ...) and does not distingustivéen AirPcap
Classic, AirPcap Tx, and AirPcap Ex. Fortunattig, AirPcap adapters
have an Led that can be caused to blink by fitecsag the adapter from
the drop-down list and clicking on tiBéink Ledbutton. This feature is
useful in distinguishing among the USB AirPcap aeegowhen multiple
adapters are plugged into your system and an eagyonassociate the
physical adapters with the adapter numbers assignéte system.
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AirPcap N appears as “AirPcap N Wireless Capturgideé in the drop-
down list, making it easy to identify if it is pex#t (see Figure 2).

[

The AirPcap N adapter
Is Selected.

J—

Extension Channel

Drop-down List for
AirPcap N

Figure 2: AirPcap N and Extension ChannelSetting

The Basic Configuration box contains the followswtings:

Channel: The channels available in the Channdbdistdepend upon
the selected adapter. Since channel numbers 14.in the 2.4GHz
and 5GHz bands overlap and there are center frezgufahannels)
that do not have channels numbers, each availablenel is given by
its center frequency. Where applicable, the B& ohannel numbers
are also given. All of the channel center-freqiesmsupported by the
selected adapter will be made available in the Géldist. The
bandwidth of each channel is 20MHz.

Extension Channel: For 802.11n adapters, one @thasExtension
Channel list create a “wide” channel. The choigces-a (the
preceding 20MHz frequency band), O (no extensi@mohl), or +1
(the succeeding 20MHz frequency band). The chaofrtbe
additional frequency band is called tdensiorchannel. The
Extension Channel list box lets you choose a @lténsion channel
(above or below) for a given channel (See FigureNdt all channels
have above and below extension channels. For dgaB@ channels
1, 2, 3, and 4 do not have a -1 (below) extendi@miel. The reason
is that the center frequencies of the primay anension channels
need to be separated by 20MHz. So if 4 were tinegpy channel,

AirPcap User's Guide



channel 1 (which is the lowest BG center frequercpnly 15 MHz
below channel 4.

Capture Type: 802.11 frames only, 802.11 frames iadio
information (SedRadiotay), or 802.11 frames plus the Per-Packet
Information (PPI) header (S&ownloadsfor the current PPI
specification). PPl and radio information includelglitional
information not contained in the 802.11 frame: $rait rate, signal
power, signal quality, channel, and (for PPI) npldtiantenna
information.

Include 802.11 FCS in Frames: if checked the cagttrames will
include the 802.11 4-bytes Frame Check Sequenég option can be
disabled if an application has difficulty decodthg packets that have
the Frame Check Sequence.

FCS Filter: this drop-down list allows you to canfie the kind of
Frame Check Sequence filtering that the selectegtadwill perform:

o All Frames: the adapter will capture all the frames
regardless of whether the FCS is valid or not.

o Valid Frames: the adapter will only capture frartes
have a valid FCS.

o Invalid Frames: the adapter will only capture frarnieat
have an invalid FCS.

Note:

AirPcap stores the configuration information on a per-adapter
basis. This means that changing the configuration o f an adapter
does not affect the settings of any of the otherad  apters.

AirPcap User’s Guide
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The AirPcap driver is able to use a set of WEP keyecrypt traffic that
is WEP encrypted. If a frame is WEP encrypteddifinger will attempt to
decrypt the frame using the user-supplied set oP\W&ys — the driver will
try all of the WEP keys for each frame until itdsone that decrypts the
frame. If the decryption is successful, the ungpted frame is passed to
the user application, otherwise the original frasngassed along. By
configuring the AirPcap driver with multiple WEPy& it is possible to
decrypt traffic coming from multiple access poititat are using different
WEP keys, but transmitting on the same channel.

The list of keys can be edited by selectingkigstab in the AirPcap
control panel (Figure 3).

11
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To add or remove a key, use thedtl New Keyor “Remove Key”
buttons, respectivelyEdit Key allows you to change the value of an
existing key. Move Key Upand “Move Key Dowhcan be used to
change the order of the keys. This may be an itapbperformance

consideration, since the driver uses the keysdrottler they appear in this

list.
The currently configured keys are shown in the “Kdigt.

It is possible to turn WEP decryption on and offay time by using the
“Enable WEP Decryptidrcheck box.

Figure 3: The AirPcap Control Panel. Keys Tab.

The keys are applied to the packets in the sanmer trdy appear in the
keys list. Therefore, putting frequently used kat#he beginning of the
list improves performance.

Note:

The keys are stored by the AirPcap Control Pa  nel globally. This
means that any keys specified in the list willbe u  sed by all AirPcap
adapters (Including AirPcap N).

$ % &

When more than one USB AirPcap adapter is pluggethe AirPcap
Control Panel will show one additional interfades Multi-Channel
Aggregator

AirPcap User's Guide



As explained in thultiple Channel Capture (applies to USB adapters
only) section of this manual, the Multi-Channel Aggregds a virtual
capture interface that can be used from Wireshaakp other AirPcap-
based application. Using this capture interface aipplication will receive
the traffic from all the installed USB AirPcap atlg, as if it was coming
from a single device (this feature does not includfic from the AirPcap
N adapter).

The Aggregator Uses the
Global List of WEP Keys

List of Aggregated
Channels

Specific Settings for the
Multi-Channel Aggregator

Figure 4: Multi-Channel Aggregator

As Figure 4 shows, the Multi-Channel Aggregatoritaswn FCS,
Capture Type and FCS Filter settings. These settangd not the ones of
the physical adapter, will be used when captuniomfthe Aggregator.
Note that it's not possible to set the channehefMulti-Channel
Aggregator; instead, thehanneldrop-down box will show the list of the
aggregated channels . To change the channel aéhdividual adapter,
select the Capture adapter from bhierfacedrop-down list, and set the
desired value in thehanneldrop-down box.

AirPcap User’s Guide 13
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The user interface of Wireshark is completely iraged with AirPcap.
This increases your productivity, and allows yogéothe best from the
network analyzer you are used to.

) -

Figure 5 shows the Wireshark Capture Interfacdsglia
(Capture Interface$. The AirPcap Interfaces are easly identifieddmni
next to them.

Multi-Channel Aggregator]

-— ( AirPcap N Adapter is
not included in the
LMuIti-ChanneI Aggregator

USB AirPcap Adapters
are all included in the
Multi-Channel Aggregator

Figure 5: The Wireshark Adapters List

When you insert more than one USB AirPcap adayberwill see an
additional capture interface, calléd¢Pcap Multi-Channel Aggregator
This interface aggregates the traffic from all dvailable USB AirPcap
adapters, and allows them to be used as a sindiieamannel capture
device.

)

Figure 6 shows the Wireshark wireless toolbar. Wieless toolbar
provides a fast and productive way to set up thst mgportant wireless
capture settings.

The wireless toolbar appears when at least onecapdapter is plugged
into one of the USB ports, and can be used to ehdrgparameters of the
currently active wireless interfaces. If the cutleactive interface is not
an airpcap adapter, the wireless toolbar will lzsed.

AirPcap User's Guide



When Wireshark starts, the active interface idéfault one
(Edit Preferences Capture Default Interfacg During Wireshark
usage, the active interface is the last one ugegubftket capture.

[ Channel offset for AirPcap N ] [Edit the decryption keys Iist]

/ / \

Change the aqlap'ser s Set the adapter to capture Change the advanced settings
channel while it's or drop packets with .
. of the AirPcap Adapter
capturing wrong FCS
Enable/disable WEP

decryption in the driver
or in Wireshark

Figure 6: The Wireshark Wireless Toolbar

The Wireless toolbar has the following controls:

802.11 Channel: allows the user to change the ahamnwhich
the current AirPcap adapter captures. The chammegbe changed
at any time, even while Wireshark is capturing.

Offset: for AirPcap N, allows the user to set ateegion, or
“wide” channel.

Tip: When real-time packet updates are enabled
(Edit Preferences Capture Update list of packets in real time ),
switching from channel to channel allows you to see which
channels have traffic and which ones are unused.

FCS Filter: allows the user to select which packetscurrent
AirPcap adapter should capture: all the packety, mackets with
a valid FCS, or only packets with an invalid FC8isTfeature can
be used to get a quick check on the quality ofrdm@smission on
the channel and/or the quality of the adapter'spton.

AirPcap User’s Guide 15



Decryption mode: can be one of the following:

o None: no decryption is performed, neither at thieedr
level nor in Wireshark.

0 Wireshark: the driver doesn’t perform any decrypiid
the captured packets, and they are decrypted bgsWWark
while displaying them. This has the advantage of
minimizing the CPU load during the capture process.
Moreover, the driver doesn’t manipulate the paclseis
the captured data is a precise picture of the mktwo
traffic. However, capture filters (also known as/BP
filters) on TCP/IP fields or packet payloads wibtmvork.
Since this kind of decryption is done by the analyz
when you turn it on or off, you will see the chamge
immediately reflected in the Wireshark window.

o Diriver: the packets are decrypted by the driveotsef
reaching Wireshark. This option has two advantages:
capture filters on TCP/IP fields or packet payloatls
work; when logging the network traffic to diskwitll be
unencrypted. This will make it easier for third yar
applications to understand them. Since this kind of
decoding is done during the capture, the changes yo
make will be effective starting with the next captu

Wireless Settings: this button opens the Wireledtri§s dialog
for the currently-selected AirPcap adapter. Seadéxt section for
details.

Decryption Keys: this button opens the Decryptiay&
Management dialog. See theecryption Keys Management
Dialog” section below for details.

) /

The Wireless Settings Dialog (Figure 7) can be tiseet the advanced
parameters of an AirPcap adapter. The dialog catbessed either from
the Wireless Toolbalireless Settingor from the main menu
(Capture Options Wireless Settings

16 AirPcap User's Guide



Figure 7: Wireless Settings Dialog in Wireshark

The parameters that can be configured are:

Channel: the channels are specified in terms af teater frequencies
and the range of channels varies from adapteraptad

Channel Offset: set to -1, O, or +1 for AirPcaplNis allows the use
of “wide” channels.

Capture Type: 802.11 frames only, or 802.11 fraphes Radio
information (Radiotap header), or 802.11 frames fite Per Packet
Information (PPI) header. Radiotap and PPI incinétemation such
as, transmit rate, signal power, signal qualitgrotel, and will be
displayed by Wireshark in the radiotap header efgframe.

Include 802.11 FCS in Frames: if checked the cagttrames will
include the 802.11 4-bytes Frame Check Sequence.

FCS Filter: this drop-down list allows to configuthe kind of Frame
Check Sequence filtering that the selected adapligrerform:

o All Frames: the adapter will capture all the frames
regardless of whether the FCS is valid or invalid.

o Valid Frames: the adapter will only capture frariies
have a valid FCS.

0 Invalid Frames: the adapter will only capture frartieat
have an invalid FCS.

AirPcap User’s Guide 17
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This dialog window (shown in Figure 8) can be usedrganize the keys
that will be used to decrypt the wireless pacKets.possible to decrypt
packets encrypted with WEP, WPA and WPA2. howaweatice that:

In order to decrypt WPA and WPAZ2 you will need &pture the
4-way EAPOL handshake used to establish the pa&nransient
key (PTK) used for a session.

Wireshark can only decrypt “WPA personal” sessiovtsch use
pre-shared keys. Decryption of “WPA Enterprise’ss@ss is not
supported.

As explained in The Wireless Toolbarsection, there are three possible
decryption moded\one Driver andWireshark The keys specified in this
dialog will be used either by thgriver or Wiresharkdepending upon the
selected Decryption Mode. It should be noted thEi\Vdnd WPA2 are
decrypted only irWiresharkmode.

Note that, no matter which setting is used, thes kg applied to the
packets in the same order they appear in the lay3 herefore, putting
frequently used keys at the beginning of the tigiroves performance.

To add or remove a key, use thedtl New Keyor “Remove Key”

buttons, respectivelyEdit Key allows you to change the value of an
existing key. Move Key Upand “Move Key Dowhcan be used to
change the order of the keys. This may be an itapbperformance
consideration, since the driver uses the keysdrottler they appear in this
list.

Use the Select Decryption Mod&rop-down box to switch among the
different decryption modes.

Figure 8: Decryption Keys Management Dialog in Wire  shark

AirPcap User's Guide



WEP keys are array of bytes of arbitrary lengthregged in hexadecimal.
WPA and WPA2 keys can be of two types:

Passphrase (WPA-PWD): This is the Passprase aiml SSI
combination most often used to configure WPA andd2/Fhe
passphrase is a string between 8 and 63 charactergjth. The
SSID can be omitted, in which case Wireshark ve# the last-
seen SSID on the network. Non-printable characi@nshe
represented by a “%” character followed by a hexewlal
number for both the passphrase and SSID. The passpand
SSID are used to derive Pre-Shared Key.

Pre-Shared key (WPA-PSK): This allows the usertwige a
binary TKIP or CCMP key (used to derive the temppkay of
each session) which is normally the kind of keynmetd by tools
like Aircrack. The key is 256 bit long, and is exgged as a hex
string (64 characters). A tool to convert a pasaphiand SSID
into a 256-bit PSK can be found on the Wireshark srte at
http://www.wireshark.org/tools/wpa-psk.html

The keys that you specify in this list are glofialery AirPcap adapter,
included the Multi-Channel Aggregator, will usertihe

$ % &

The Multi-Channel Aggregator has its ow@S Filter, Capture Typend
option tolnclude 802.11 FCS in FrameBhese settings, and not the ones
of the physical adapter, will be used by when aapgurom the Multi-
Channel Aggregator.

However, it's not possible to set the channel efftulti-Channel
Aggregator; instead, ttehanneldrop-down box will show the list of the
aggregated channels. Multichannel aggregationtiavelable with the
AirPcap N Cardbus adapter.

To change the channel of any individual adaptéecséhe

Capture Optionsmenu item, select the desired interface, clickhen
Wireless Settingsutton and then set the channel value irctienel
drop-down box.
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For advanced users, AirPcap Tx and AirPcap Ex traveability to inject
raw 802.11 frames into your wireless network whigdkes them an
invaluable aid in assessing the security of youelss network.

Using the AirPcap API, AirPcap Tx and Ex can injaay kind of frame,
including control, management, and data framessd frames can be
transmitted at any allowable rate depending upam gdapter.

An application, calledirPcapReplayis included in the AirPcap Software
Distribution. Once AirPcap has been installed apglication can be
accessed from the Start menu:

START PROGRAMS AirPcap AirPcapReplay

The purpose of this application, as the name stgjgeso replay 802.11
network traffic that is contained in a trace filesomply a single packet. In
addition to the replay feature, AirPcapReplay alkmws the user to edit
individual packets using a built-in hex editor.

In addition to AirPcapReplay, there are severair@e and open-source
tools that are compatible with AirPcap Tx and ABP&EXx. Since these
tools have not been developed by CACE Technologisstecommended
that you visit their official websites for additi@nnformation.

Aircrack-ng. This is a well-known suite of tools fuditing
wireless networksyww.aircrack-ng.org

Cain & Abel. This is a multi-function security tof@r Windows
that includes wireless access-point and host detect
www.oxid.it/cain.html

It is important to point out these tools are fovatted users. In addition,
CACE Technologies is not in a position to providgort for tools not
developed by us.

Lastly, unlike passive reception, there are rdsgins on the transmission
frequencies/channels imposed by various countsle there are no
channel restrictions for monitoring 802.11 trafdarPcap Tx and Ex will
allow transmission on only those channels thaparmitted according to
the ship-to country.
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The best sources of information about the Wireshatwork analyzer are:

The documentation page on the Wireshark website,
http://www.wireshark.org/docsFrom here you can download the
User's Guide, the man pages, and the developensafs

The Wireshark wikihttp://wiki.wireshark.org/

The Wireshark mailing listdittp://www.wireshark.org/lists/

Wireshark Universityhttp://www.wiresharku.comWSU features
Laura Chappell, regarded by many as the best wicdo@lysis trainer
in the world.

If you are a developer, the best sources of infaonare:

The AirPcap developer's pack, downloadable from
http://www.cacetech.com/support/downloads.hifime AirPcap
developer's pack contains all the components yed teecreate
wireless-aware capture applications, includindilés, dlls, an online
API documentation and a set of ready-to-compilergpta programs.

The WinPcap developer resources page,
http://www.winpcap.org/devel.htmvhere you can download the
WinPcap source code and developer’s pack.

The winpcap-users mailing ligtttp://www.winpcap.org/contact.htm
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2312MHz to 2372 MHz in 5MHz steps.
The 802.11b/g center frequencies and correspottiiugnel numbers are:

(2412MHz, Channel 1) to (2472MHz, Channel 13), \eltee frequencies
are incremented by 5MHz and the channel numbets Byhere is an
additional frequency for channel 14, namely, 2484v#hich is 12MHz
beyond channel 13.

All of the 2.4GHz channels are supported by athefadapters in the
AirPcap Product Family.

978

The 5 GHz range which is divided into a large nundfehannels. The
center frequency of channel 0 is 5,000 MHz, theezenequency of
channel 1 is 5,005 MHz. The formula for relatimgunels (n) to center
frequencies in the 5 GHz range is:

Center frequency (MHz) = 5000 + 5*n, where n = Q,199,

Center frequency (MHz) = 5000 — 5*(256 — n), where 240, ..., 255.

Note that channels 240 to 255 range from 4920MHB&5MHz.

All of the 2.4GHz channels are supported by athefadapters in the
AirPcap Product Family.

*4

*4 4 5
" " 5 $18

2312MHz to 2372MHz in 5 MHz increments

2412MHz to 2472MHz in 5 MHz increments. These cspond to BG
channels 1 to 13

2484MHz corresponds to BG channel 14
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4920MHz to 4995MHz in 5MHz increments. These cqroes! to A
channels 240 to 255.

5000MHz to 5995MHz in 5MHz increments. These cpond to A
channels 0 to 199

6000MHz to 6100MHz in 5 MHz increments

2

AirPcap N supports a wide range of center frequencAs usual, the
channel bandwidth around each center frequend\tH2. The center
frequencies supported by the Cardbus AirPcap Ntadare:

2312MHz to 2372MHz in 5 MHz increments

2412MHz to 2472MHz in 5 MHz increments. These cpond to BG
channels 1 to 13

2484MHz corresponds to BG channel 14
2512MHz to 2732 in 20MHz increments

5120MHz to 5700MHz in 20 MHz increments. These&gpond to A
channels 24 to 140 in increments of 4.

5745MHz to 5825MHz in 20 MHz increments. These&gpond to A
channels 149 to 165 in increments of 4.
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