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Overview

What is Pilot?

Pilot is a powerful network analysis tool with an intuitive and visualignted user interfacedesigned to
increase your troubleshooting gffectiveness. Pilot is“ fully integrated with Wireshark allowing you to leverage
@2dzNJ 6SHYQa SEAalGAY3a SELISNASYyOSO®

In order toanalyze andurveynetworks Pilothas the following features:
e Wireshark Integration
e Pilot Views and Interactive Charts
e Dril-Down
e Report @neration
o Wirelesstegration

o

|

HETT ]
13

[
|
E

Figurel PilotFull View

Wireshark Integration

Pilot makes is possible to select a traffic source aiegv it with Wireshark: you have the beptotocol
FylFrfel SNIAYy (GKS 62NIR I @FAtrofS G2 @&2dz 4G &t @
deep packet analysis and the corresponding display filters are available for use within Pilot.

Pilot Views andinteractive Charts

Pilot Views are the core analysis and visualization paradigm in Pilot. Pilot contains over 70 Views providing
broad range of protocol support for both wireless and wired netwvanalysis. Views consist of a collection
of interactive display components cadl Charts.

Pilot offers a complete collection of Charts including bar, pie, and strip charts, conversation rings and grid:
Charts are interactive; they can be resized, moved, and most importantly, users can perform visual
selections on graphical elemenwithin a Chart, such as selecting individual bars within a bar chart or time
intervals within a strip chart.

The interactive chas can be thoroughly customized, saved, exported, imported, and shared with colleagues.

Each of these chartscanbeincdu® Ay t Af20Q& Fdzi2YlF 0SSR NBLRZ2NI 3Sy
multiple formats.
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Drill -Down

Dril-Down is one of the most powerful and igue features of Pilot. Dribown occurs when the user
applies a View to a source which itself is theute®f a ®lection make within a Chart of a previously
instantiated Viewg this powerful paradigm increases your analysis capabilities many fold.

Through/ ! / 9 ¢ S OK y 2tiy-RadihgSaadvisualpasddaDrilDown feature, Pilot can be used to
analye very large trace files, quickly guiding the user to the handful of packets responsibileefor
anomalous network behavior.

Report Generation

Graphically customizable reports can be automatically generated that show things such as:
e Conversations at anyr all network layers
¢ |Pfragmentationanalysis
¢ DHCRuddressassignment
e Top talkers for TCP
e Unicast vsmulticast vsbroadcast traffic

And much more; in fact, hundreds of easy to use charts that can be scoped and limited to whateve
conditions necessaryThesechartscan be combined ia single report or created in separate reports in one
or more formats, with just a click of the mous&upported formats include

e PDF

e MicrosoftExcel

e MicrosoftWord

e HTML

All relevant trace files and theMD5 digestscan ke automatically packaged in a Ziie along with the
generated reports for easy distribution.

Wireless Integration

Pilot was designed with wireless network analysis taken into heavy consideration. It features the following
abilities:
e Aggregation of mulgile wirelesdevicesfor easy management
e Fast and powerful 802.11 A, B, G, anchilnmelselectionmanagement
o WEP, WPA, and WPA2 decryptiith key management
e Analysis that includes, but is not limited to, the following:
o Per channel, per host, and peetwork analysis of things such as
A Bandwidth over time
A Signalersusnoise over time
A 802.11 fame types over time
0 Access point and statioristovery
o0 Vendor dscovery
¢ Analysisand graphical displays the following
0 Retransmission conversations
0 Access poinassociations
o0 Top traffic across networks, channels, or any subset
0 Probe requests

Purpose andLayout of this Manual
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It is assumed that the reader of thmanual is familiar with networking protocols and the principles of a
networking stack. Care was takeéo avoid technical explanations except when necessary for conceptual
understanding or functional explanation.

This manual is meant to be coupled with vide@vailable online and on the Ghipped with Pilot. Since
certain things are better explained lysual example, to gain a fulhderstanding of the capabilities of Pilot
and to maximize your facility with this unique towule recommend thaboth this manualand the videose

viewed

Installation

Although the system requirements foil& scaé with usage, in order to use Pilot effectively, the following
minimum configuration is recommended:

Operating System
Windows XPr Windows Vista

Host Hardware
A Core Duclass machine or equivalent

Available Disk Space
A base install requires approximateB60MB of disk space. Additional spaée required to store
generated reports otrace files created with Pilot.

Memory
At least1024MBof system memory

VideoHardware and Settings
DirectX 9.@apable graphics card and a display of at |6@24x768ixels

Torun pilot, click on the Start Menu arslect Programs> Pilot-> Pilot 1.0
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Graphical User Interface

Graphical User Interface Components

Figure2 User Interface Breakdown (Major)
The graphical user interface of Pilot, brokep into the four main sections, ishown inFigure2. Each
section represents a major topic of this manual. The descriptions below are conceptual overviews of eac
section.

Ribbon Panel

Figure3 RibbonPanel
The Ribbon Panelprovides access to global settings, management, and general actibhere are two
panels by defaulthat can be tabbed through either by using the mouse wheel or clicking on the tabs.
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