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Overview

The purpose of this reference manual is to document atheffeatures of CACE Pilot. It is assumed that the
reader is familiar with networking protocols and the principles of a networking stack. Care was taken to
avoid technical explanations except when necessary for conceptual understanding or functioaahézpl

This manual is not meant to be a tutorial on the use of CACE Pilot. The most appropriate (and quickest) w.
to gain an appreciation of the capabilities of this unique tool is to watch the introductory videos available
through the CACE Pilot prociupage atwww.cacetech.com For a complete understanding of the combined
operations of CACE Pilot, and to optimize your facility with our distributed network analysis solution, we
recommend that both this manual arie videos be reviewed.

What is CACEPilot?

CACEFEPilot is a powerfulnetwork analysis system consisting af intuitive and visualbpriented user
interfaceand a powerful analysis engidlesigned to increase your troublhooting effectiveness.

CACTPilothas the following features:
Wireshark Integration
Interactive Views an@€harts
Dril-Down

Time Control

Watches

Wireless Integration

Report Generation

= =4 =4 =4 =4 =8 =9

Wireshark Integration

CACE Pilot is fully integrated with Wireshark allowing you to leve¥agedzNJ G S| YQ& SEACHE i A
Pilot makes itpossible to select a traffic source amtbw it with Wireshark: you have the best protocol
FyFfel SNI AYy (GKS 62NIR F@FAtlFotS G2 e2dz G Fft 0
deep packet analysis and the corresponding display filters are available for use@MAGIRIlot.

Interactive Views andCharts

Views are the core analysis and visualization paradigBAi@Eilot. CACHPilot contains approximately 200
Views providing @road range of protocol support for both wireless and wired netkvanalysis. Views
consist of a collection of interactive display components called Charts.

CACEPiIlot offers a complete collection of Charts including bar, pie, and strip chsctgier plds,
conversation ringsand grids. Charts are interactizethey can be resized, moved, and most importantly,
users can perform visual selections on graphical elements within a Chart, such as selecting individual ba
within a bar chart or time intervalsithin a strip chart.

The interactive chas can be thoroughly customized, saved, exported, imported, and shared with colleagues.
Each of these chartdata can be exported to multiple formats a@l y 6S Ay Of dzZRSR Ay
report generator.

Drill -Down

Drill-Down is one of the most powerful and igne features ofCACHPilot. DrilDown occurs when the user
applies a View to a source which itself is the result oklaction make within a Chart of a previously
instantiated Viewg this powerful paradigm increasegour analysis capabilities mafgld.
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Through/ ! / 9 ¢ S OK y 2tfy-RatlihgSanddvisualpasddaDrilDown feature, Pilot can be used to
analyze very large trace files, quickly guiding the user to the handful of packets responsilbhe for
anomalous network behavior.

Time Control

+ASgAYy3I YSGNROA O2YLIziSR 2@0SN) RIeax ¢SS1az -rkyR
GAYS¢é GSOKy2fz238x GKS dzaASNJI OFly Y2@S (GKNRdJzZZK +AS
just a Bw mouse clicks. Based on the selected time interval, subsampling and aggregation techniques au
used to optimize the granularity of the visual presentation of the View metrics thereby easily zooming in and
out of the View metrics. The baaktime techrology applies to live and cfine traffic.

Watches

CACE Pilot includes a sophisticated triggering and alerting technology called Watches. The user is able
create a Watch on manyiew metrics and be alerted based on aigger condition computed on metric.

For example, the user can be alerted on high bandwidth, slow server response time, high TCRipound
time, and so on. When a Watch detects that a trigger condition is thes a corresponding action will be
taken. Possible actions includeyent logging, sending email, sending a Twitter message, starting a packet
trace capture, and much more.

Wireless Integration

CACFRPilot was designed with wireless network analysis taken into heavy consideration. It features the
following abilities:

Aggregation of multiple wirelestevicesfor easy management
Fast and powerful 802.11 A, B, G, anchilnmelselectionmanagement
WEP, WPA, and WPA2 decryptiwith key management
Analysis that includes, but is not limited to, the following:
o Per channelper host, and per network analysis of things such as
A Bandwidth over time
A Signalersusnoise over time
A 802.11 fame types over time
0 Access point an@onsolediscovery
o0 Vendor dscovery
1 Analysisand graphical displaysf the following
0 Retransmission convsations
0 Access point associations
0 Top traffic across networks, channels, or any subset
0 Probe requests

= =4 =4 =4

Report Generation

Graphically customizable reports can be automatically generated to show things such as:
Conversations at any or all network layers

IPfragmentation analysis

DHCP address assignment

Top talkers for TCP

Unicast vs. multicast vs. broadcast traffic

=A =4 =4 =4 =4

And much more; in fact, hundreds of easy to use charts that can be scoped and limited to whateve
conditions necessary. These charts can be ¢oetbin a single report or created in separate reports in one
or more formats, with just a click of the mouse. Supported formats include:
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PDF

Microsoft Excel
Microsoft Word
HTML

All relevant trace files and their MD5 digests can be automatically packagadzZIP file along with the
generated reports for easy distribution.

= =4 =4 =N

Hardware and Software Requirementgor CACE Pilot

CACE Pilot is available on Windows platforms including XP and Migtaugh the system requirements for
a CACHilot Consolescak with usage, in order to use Pilot effectively, the following minimum configuration
is recommended:

Operating System
Windows XPWindows Vistaor Windows 7

Host Hardware
Adualcore2.0 GHor better

Available Disk Space
A base install requires approximageBOOMB of disk space. Additional spaterequired to store
generated reports otrace files created with Pilot.

Memory
At least2 (B of system memory

VideoHardware and Settings
A gaphicscard with a minimunresolution of 1024 x 768

CACE Pilot Reference Manual Pagel6



Graphical User Interface
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Figurel User Interface Breakdown (Major)
The graphical user interface of Pilot, broken mfpithe fivemain sections, ishown inFigurel. Each section
represents a major topic of this manual. The descriptions below are conceptual overviews of each section.

Ribbon Panel
G
Home | Time Control Wiatches/Events
@ £3 Add Folder i B (R %Decrypuon Keys + ‘ Q@ Update Sources @ @ % Save i % @ [j
Add Trace & ClearList \Wireshark File Channels @ Name Resolution ~ Search a (e iliate Pase  Hestana O Restore Sendto Sendto Drill Down pr to
File . . . SSubnet Mask 2 (3 Getting Started \ireshark File . Clipboard
TraceFiles Export Settings General View Selection

Figure2 Ribbon Panel
The Ribbon Panelprovides acces$ global settings, managemenand general actions.Thereare four
ribbon panels(Home, Time Control, Watches/Events, deporting)that can be tabbed througlising the
mouse wheel
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Sources Panel

4{ Devices | Files ]7
1! KirPeap Wireless Capture Device (3 channels)
=@ Realtek RTLE168C/2111C PCI-E Gigabit Ethernet

4 | 1 F

Figure3 Prabes, vices,and Files Panel

Views Library

The Sources Panaontainsrepresentations ofnterfaces and trace file:
and is one of the most important parts of Pilot. It has two ta
G455S@A0Sa¢ yR GaCAfSaco ¢ Kdh dhém.
The meaningf each is the following:

Devices

The Devices tab contains local interfaces offering live source

network traffic to Pilot Figure3 depicts four (4 local interfaces

Files
The Files tab depicts local trace filgish their associated folders

cwtom ]2 Cumem

(&3 Recently Used

¥ +} Bandwidth Over Time (1s - 1d

4 Network Usage by Traffic Type

s} IP Conversations (1s - 1d

3) Protocol Distribution - Bits (1s - 1d

ML Recently
H™ Used

3) Protocol Distribution - Bytes (1s - 1d
3) Protocol Distribution - Packets

®&Q Generic

g 802.11

&3 LAN and Network

&3 Bandwidth Usage

#13 Talkers and Conversations

®&Q Performance and Errors

#1&g User Activity

View
Library

Figured ViewsPané

Main Workspace

The Views section contains a library of visualknalysis configuration:
OF f f SR \de@s\ Bréesipénd to how Pilot displays data collec
from a device or file.

Views are both general and specifiith varying levels of customizatio
available.

© o
Videos
Introduction

Wireshark Interaction

TheMain Workspacehas tabbed windows which can be one

Drill Down

o ‘_‘7_,7 the following:

224 {

=t = @ 1 Views

[P e ) R Rerors 1 Report Preview for Global Designer
o D ; i

o & O ||| 1 cetirosenedw

Conversation Ring Data Grid

The windows can be moved by dragging them and can
l closed either by clicking on the icon the lefthand side of the
| tab nameor middleclicking on the tab itself.

Strip Chart

Figure5 Main Workspace

CACE Pilot Reference Manual

The Getting Started tab is shown in the Figure.
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Events Panel

» Events The Events Panetontains entries corresponding to both internal a
E ) UIISEUSNY I € S@gSyiuao LYuSNYI t SO
[ ] 61- BandwndthThr%hold at 11/20/2007 12:31:13.719742

Bits/s > 4500000 (7686640) for Trafic Type=SSH/Telnet external events are generated by external sources
o th ?anmathhresmld a: : 1;3(3:?{.(()37} 12;31(2347: 9512

:31.719742
SSH/Telnet

.65 BandethThreshold at11l20:’2007 12 :27.719742
- (10113952) for Traffic Ty pc-QSHT elnet

Figure6: Events Panel
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