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Overview

The purpose of this reference manual is to documenbfithe features of WiFi Pilot. It is assumed that the
reader is familiar with networking protocols and the principles of a networking stack. Care was taken to
avoid technical explanations except when necessary for conceptual understanding or functiglaabgion.

This manual is not meant to be a tutorial on the use of WiFi Pilot. The most appropriate (and quickest) wa
to gain an appreciation of the capabilities of this unique tool is to watch the introductory videos available
through the WiFi Pilot mrduct page atvww.cacetech.com For a complete understanding of the combined
operations of WiFi Pilot, and to optimize your facility with our distributed network analysis solution, we
recommend that both this manuaha the videos be reviewed.

What isWiFi Pilot?

WiFi Pilotis a powerfulWindowsbased 802.11 network analysis taminsisting of arnntuitive and visually
oriented user interfaceand a powerfulwirelessanalysis enginedesigned to increase your trouldeooting
effectiveness.WiFi Pilotis based on CACE Pilot, CACE Technologies powerful network analysis, visualizatio
and reporting tool and the AirPcap Family of 802.11 wireless adapters

WiFi Pilothas the following features:
Exclusivesupport forAirRcapAdapters
Wireshark Integration

Interactive Views an@€harts
Dril-Down

Time Control

Watches

ExtensivaNirelessViews

Report @neration

=A =4 =4 =4 =4 =8 -8 =9

Exclusive Sipport for AirPcap Adapters

WiFi Piloworks exclusively with AirPcap Family of WLAN packet capture adapters for the Windows platform
All of the adapters in the AirPcap Family are USB based and capture full 802.11 data, management, a
control frames. The AirPcap Family of adapters rangesf an 802.11b/g capturenly adapter to an
802.11a/b/g/n capture and injection adapter.

WiFi Pilotincorporates the multchannelaggregation support provided by the AirPcap software. When using
multiple AirPcap adapterdViFi Pilotallows the user to simitaneously view and capture on multiple 802.11
channels.

Wireshark Integration

WiFi Pilotand the AirPcap adapters afelly integrated with Wireshark allowing you to leverage dzNJ G S|
existing expertiseWiFi Pilotmakes itpossible to select wirelesstraffic source andriew it with Wireshark:
@2dz KIS GKS 06Sad LINRG202¢f FylFrfel SNI Ay GKS 42 NJ
prodigious dissector library for deef02.11 packet analysis and the corresponding display filtars
available for use withifViFi Pilot

UsingWiFi PiloR & A y yChadrel(SalgdtRinterface, you have complete control of your AirPcap adapters
while you capture with Wireshark. For example, using multiple AirPcap adapters, you can easily eonfigut
2 ANBaKFN] (2 O2yildAydz2dzate tAadaSy 2y 2yS OKIyySt

Interactive Views andCharts
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Views are the core analysis and visualization paradigiiiin Pilot WiFi Pilotcontains over 35 WLAMiews
providing abroad range of protocol sumpt for wirelessnetwork analysisand troubleshootingViews consist
of a collection of interactive display components called Charts.

WiFi Pilot offers a complete collection of Charts including bar, pie, and strip chadatter plots,
conversation ringsand grids. Views and learts are interactiveg they can be resized, moved, and most
importantly, users can perform visual selections on graphical elements within a Chart, such as selectin
individual bars within a bar chizor time intervals within a strip chart.

The interactive Viewsan be thoroughly customized, saved, exported, imported, and shared with colleagues.
Each of these chartdata can be exported to multiple formats acdn be included iWiFi PiloQ & A ye/ 2 @ |
report generator.

Drill -Down

Dril-Down is one of the most powerful and igne features oWiFi Pilot DriltDown occurs when the user
applies a View to a source which itself is the result oklaciion make within a Chart of a previously
instantiatedViewg this powerful paradigm increasgeur analysis capabilities mafgld.

Through/ ! / 9 ¢ S OK Yy 2ry-RafirgSaadVisualiadetDrilDown feature, WiFi Pilotcan be used
to analyze very large trace files, quickly guiding the user to the fhamd packets responsible fahe
anomalous network behavior.

Time Control

Viewing metrics computed over days, weeks, and rhentan be challenging. With WiFiA f 2 1 Q& & 6
GAYS¢ GSOKy2fz23e83 GKS dzASNI OF y Y2 @ périedslBf dirmeivitn: A S
just a few mouse clicks. Based on the selected time interval, subsampling and aggregation techniques a
used to optimize the granularity of the visual presentation of the View metrics thereby easily zooming in and
out of the View netrics. The back-time technology applies to live and diifie wireless traffic.

Watches

WiFiPilot includes a sophisticated triggering and alerting technology called Watches. The user is able t
create a Watch on manyiew metrics and be alerted basedn a trigger condition computed oa metric.

For example, the user can bé&ered on high bandwidth, encryption and vendor typesd so on. When a
Watch detects that a trigger condition is true, then a corresponding action will be taken. Possibles acti
include, event logging, sending email, sending a Twitter message, starting a packet trace capture, and mu
more.

ExtensiveWireless Views
WiFi Pilotfeatures the following abilities:

1 Aggregation of multipléirPcapwireless devices for easy management
9 Fast and powerful 802.11 A, B, G, and N channel selection management.
1 WEP, WPA, and WPA2 decryption with key management.
1 Analysis that includes, but is not limited to, the following:
o Per channel, per host, and per network analysis of things such as
A Bandwdth over time
A Signal versus noise over time
A 802.11 frame types over time
0 Access point and Console discovery
0 Vendor discovery
1 Analyss and graphical displays include flolowing:
0 Retransmission conversations
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0 Access point associations
0 Top traffic acrosaetworks, channels, or any subset
0 Probe requests

Flexible Report Generation

Graphically customizable reports che automatically generated tshow things such as:
1 Wireless onversatons at the MAC layer
1 Wireless discovery including access points stations
1 Encryption analysis
i Retransmission conversations

And much more; in fact, hundreds of easy to use charts that can be scoped and limited to whateve
conditions necessary. Thesbartscan be combined ia single report or created in separate repsiin one
or more formats, with just a click of the mous&upported formats include

1 PDF

1 Microsoft Excel
M1 MicrosoftWord
T HTML

All relevant trace files and themMD5 digestscan beautomatically packaged in a Ziie along with the
generated reports for esy distribution.

Hardware and Software Requirement$or WiFi Pilot

WiFi Pilotis available on Windows platforms including XP and Vistthough the system requirements for
WiFi Pilotscak with usage, in order to us@iFi Piloteffectively, the following minimum configuration is
recommended:

Wireless Interface

One or more AirPcap adapters

Operating System

Windows XP, Windows Vista, or Windows 7

Host Hardware
Adualcore 2.0 GHz or better

Available Disk Space
A base install reques approximately300MB of disk space. Additional spaterequired to store
generated reports otrace files created with Pilot.

Memory
At least 2 GB of system memory

Video Hardware and Settings
A graphics card with a minimum resolution of 1024 x 768
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Graphical User Interface

Graphical User Interface Components
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© Getting Started -

CACE Technologies and MetaGeek welcome you to WiFi Pilot

A complete, affordable wireless network analysis and troubleshooting solution
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111" MAC Overview (1s - 1 “ o
< +133 Generic Analysis — — 8
#8q Traffic Analysis Solution Overview WiFi Pilot Introduction Wi-Spy Introduction E T
=G Bandwidth (6:57 Video) (3:08 Video) (5:20 Video) | @
"1{""Channe! Bandwidth Over Time (1s - 1d) ! w
"{""Host Bandwidth Over Time (1s - 1d | Upgrading WiFi Pilot to CACE Pilot

"1{""SSID Bandwidth Over Time (1s - id
"1 Encryption Type Bandwidth Over Time (1s - 14
+&Q Scatter Diagrams
#&@ Channel Usage
=I&3 Retransmissions
"'{"Retransmission Overview (15 - 1d]
"'{"Retransmission Conversations (1s - 1d

d in the additional capabilities offered by CACE Pilot.
eless live and off-line traffic sources. It also makes
CE Pilot. WiFi Pilot provides MAC-level protocol

e Network, Transport, and Application levels.

CACE Technologies offers an upgrade patjiaussse
This upgrade makes sense for those who
sense for those who need the additional pi
analysis for wireless traffic. CACE Pilot offg

Control Panel

CACE Pilot Demonstration Vidd Workspa ce

ail to: info@cacetech.com

For more information regarding WiFi Pilot
We also offer several upgrade paths for

Events Panel '

4

Figurel User Interface Breakdown (Major)
The graphical user interface WiFi Pilof broken up into the fivenain sections, ishown inFigurel. Each
section represents a major topic of this manual. The descriptions below are conceptual overviews of eac
section.

Ribbon Panel

Figure2 Ribbon Panel
The Ribbon Panelprovides accesto global settings, managemenand general actions.Thereare four
ribbon panels(Home, Time Control, Watches/Everasid Reporting}hat can be tabbed througlising the
mouse wheel
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