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Wireshark Charts & 10 Graphs

A How to find and then graph performance problems
Al 2¢ @e2dz Oy 4SS a2t AR LINR2TF
A Displaying graphs so others can visibly see the problem

i Wireshark 10 Graphs: Window Size.pcap
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TCP Overview

TCP Header

Source Port Destination Port(i.e. telnet = 23)

Sequence Number(Equal to the sequence number sent in the
previous packet plus the amount of data transmitted in current packet)

Acknowledgment Packet( Equal to the previous acknowledgment
plus the amount received)

TCP Header Offset6 bits Window(Amount of buffer space
Reserved 4 bits, Flags 6 bits allocated to the connection)
Checksum(CRC Check for Urgent Pointer(Points to end point
TCP header) in the data field considered urgent)
Options(MSS Size) Padding

Application Layer or Data
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TCP Overview

Connection Oriented:Before data can be transferred, a TCP
connection must be established.

Full Duplex: Every TCP conversation has two logical pipes; an outgoin
and incoming pipe.

Reliable: All data is sequenced and lost packets are detected and
retransmitted.

Byte StreamTCP views data transmitted over a pipe as a continuous
stream of Bytes.

Sender and Receiver Flow Contrégk TCP Window is used to avoid
sending too much data. This will be discussed in more detail in a
later slide.

Segmentation: TCP will segment any application data so that it will fit
within the IP MTU.
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TCP Overview

A TCP 2 WAY HANDSHAKE

A The delta value between frames 1 and 2 can be used as a TCP
transport connect baseline value.

No. . Time Length ~ Cum Bytes | Protocol SrcPort  Dest Port | Source Destination Info

1 0.000000 [ 62 TCP 192.168.1.100 74.125.95.104 1812 > 80 |[5¥YN] Seq=0 Win=16384 Len=0 M55=1460
2 0.049167 62 124 TCP 80 1812 74.125.95.104 192.168.1.100 80 > 1812 [SYN, ACK] Seq=0 Ack=1 Win=5720 Len=0 M55=1430
30.049208 54  1787TCP 1812 80  192.168.1:100 74.125.95.104 1812 > 80 [ACK] Seq=1 Ack=1 Win=17160 Len=0

A Other important information gathered from this handshake:

AWindow Size

ASACK

AMaximum Segment Size
AWindow Scale Option value
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Indentifying Zero Window Size

A Select: Analysis>Expert Infbomposite

Hle Edt Vew Go Copture [y Statisics Help

B 8 = @ W Display Fiters.. E@ QAP @E®L B
Display Filter Macros...

Eilter: ression... Clear Apply

No..  Time Lengtt Firewall ACL Rules cPort  Source Destination Info
LIawd o Fuduuy T “J AW JL o IV L LE e AV T LW LIl &~ uuuve L] JL =Ll LTUVS ALR—L W IHHT—UTLTY Lull—Louvy
1586 7.905000 14 2 Enabled Protocols ShiftsCii+R 25 10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq 1725989 Ack=1 Win=64240 Len=1380
1587 7.905000 4 = - 25 10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1727369 Ack=1 Win=64240 Len=1380
1588 7.905000 14 ¥ Decode As... 25 10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1728749 Ack=1 Win=64240 Len=1380
1589 7.905000 S User Specified Decodes... EGOZ 128.16.4.20 10.32.30.12 60602 » 1525 [ACK] Seq=1 Ack=1708049 Win=24840 Len=0
1590 7.905999 14 2022 2012420 JL420AB20  (0602 [ACK] Seq=1730129 Ack=1 Win=64240 Len=1380

1591 7.905999 14|  Follow TCP Stream
1592 7.905999

1593 7.905999

1594 7.905999 14

60602 [ACK] Seq=1731509 Ack=1 Win=64240 Len=1380
1525 [ACK] Seq=1 Ack=1710809 Win=24840 Len=0
1525 [ACK] Seq=1 Ack=1713569 Win=24840 Len=0

60602 [ACK] Seq=1732889 Ack=1 Win=64240 Len=1380

1595 7.905999 14| ExpertInfo 128.16.4.20 1525 > 60602 [ACK] Seq=1734269 Ack=1 Win=64240 Len=1380
1596 7.905999 14 Expert Info Composite 10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1735649 Ack=1 Win=04240 Len=1380
1597 7.905999 14 Conversation Flter »525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1737029 Ack=1 Win=64240 Len=1380
1598 7.942999 U I0IILLUTCH 1727 00602 128.16.4.20 10.32.30.12 60602 > 1525 [ACK] Seq=1 Ack=1738409 Win=24840 Len=0

1599 7.942999 1438 1834558 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1738409 Ack=1 Win=64240 Len=1380
1600 7.942999 1438 1833996 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1739789 Ack=1 Win=64240 Len=1380
1601 7.942999 1438 1837434 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1741169 Ack=1 Win=64240 Len=1380
1602 7.942999 1438 1838872 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1742549 Ack=1 Win=64240 Len=1380
1603 7.942999 1438 1840310 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1743929 Ack=1 Win=64240 Len=1380
1604 7.942999 1438 1841748 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=1745309 Ack=1 Win=64240 Len=1380
>

1605 7.944000 1438 1843186 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 60602 [ACK] 5eq=1746689 Ack 1 Win=64240 Len 1380

AFnF T AAAAAND 4400 ANAAFTA TR FAFAn Aarnr 404 T A AT 400 AF- 4 A ATAaT rarnn Tamel oo 4740080 a -l Ll FATAA - AnA
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Indentifying Zero Window Size

A Wireshark shows expert condition by protocol
TCP Zero Window

File Edit View Go Capture Analyze Statistics Help

BEo ey PEXEE AT LEI|EE Q@ F| @K% E

Eilter: ~ Expression... Clear Apply
MNo. - Time Length Cum Bytes Protocol Dest Port Src Port Source Destination Info
1586 7.905000 1438 1§ = = = ===
1587 7.905000 1438 1. i .
T s e ST i I il Wireshark: 102656 Expert Infos
1589 7.905000 64 1. I -
1590 7.905999 1438 1§l |errors: o warnings: 4| Notes: 16 | chats: o petaile| 1N the Expert Infos Notes section Zero
1591 7.905999 1438 1. Window are being shown.
1592 7.905999 64 1 Group - Protocol 4 Summary
1593 7.905999 64 1. Sequence TCP Window update
1594 7.905999 1438 1. : — =
1595 7.905999 1438 1§ (¥ Sequence  TCP s
1596 7.905999 1438 1. Packet: 131 0
1597 7.905999 1438 1.
1598 7.942999 64 1. e N o i
1599 7.942999 1438 1. Packet: 287 0 Ack=1
1600 7.942999 1438 1.
1601 7.942999 1438 1. Femme  Eog o
1602 7.942999 1438 1. Packet: 387 0
1603 7.942999 1438 1.
1604 7.942999 1438 1. Backet il 116 o
1605 7.944000 1438 1. Packet: 445 0
1606 7.944000 1438 1.
1607 7.944000 1438 1. Backetil 177 o
1608 7.944000 1438 1. Packet: 535 0
1609 7.944000 1438 1.
1610 7.944000 1438 1. Backet il 554 o
1611 7.944000 1438 1. Packet: 566 0
1612 7.944000 1438 1.
1613 7.945000 1438 1. Backet il 622 o
1614 7.945000 1438 1. Packet: 672 0
1615 7.945000 1438 1.
1616 7.945000 1438 1. Backet il 701 o
1617 7.945000 64 1. Packet: 745 0 Ack= 1741169
1618 7.945000 64 1. Ack=1743929
1619 7.945000 1438 1. Packet:  A37 o
1620 7.945000 1438 1.
1621 7.945000 64 1.
1622 7.945000 1438 1. ———r - - e —
1623 7.945000 1438 1864948 TCP 60602 1525 10.32.30. 12 128.16. 4 20 1525 > 60602 [ACK] Seq
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Indentifying Zero Window Size

TCP Zer@indowfollowed by TCP Windows
Update

"4l Slow_scrubbed.cap - Wireshark

File Edit View Go Capture Analyze Statistics Help
BUoee BEXEE A¢esdT L BE QQAaD E#¥ME O

~ Expression... Clear Apply TCP Zero Window 128.16.4.20 is telling 10.32.20.12 not
to send any data. The TCP Window Update Opens the

Filter:

No..  Time Length  Cum Bytes  Protocol  DestPort | SrcPort  Source Destination | Window telling 10.32.20.12 it can now send data.
i%g g-ggggg The time between the Zero Window in packet 131 g gg-%g-j-m et ' — =13
- A H - 4. > en=
128 0.38600{ 2Nd the Window Update in packet 132 shows for |, 7573573015 60602 » 1525 [ G=1 Ack=117245 Win=24840 Len=0
129 0.38600{ 637 milla-seconds no data could be sent. 12 128.16.4.20 1525 > 60602 Seq=139325 Ack=1 Win=64240 Len=1380
130 0.38600 212 128.16.4. ] Seq=140705 Ack=1 Win=64240 Len=1380
1310424000 T TCP 1525 60602 128.16.4.20 10.32.30.11 0602 > 1525 [ACK] Seq=1 Ack=142085 Wir
132 0.637000 o4 149914 ICP 1525 60602 128.16.4.20 10.32.30.1. [TCP Window Update)] 60602 > 1525 |ACK] 5eq=L1 Ack=142085
133-6838000 1438 151352 TCP 60602 1525  10.32.30.12 128.16.4.20 152560602 —AcKT"5eq=142085 Ack=1 Win=64240 Len=1380
134 0.638000 1438 152790 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=143465 Ack=1 Win=64240 Len=1380
135 0.638000 1438 154228 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 » 60602 [ACK] Seq=144845 Ack=1 Win=64240 Len=1380
136 0.638000 1438 155666 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=146225 Ack=1 Win=64240 Len=1380
137 0.638000 1438 157104 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Segq=147605 Ack=1 Win=64240 Len=1380
138 0.638000 1438 158542 TCp 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=148985 Ack=1 Win=64240 Len=1380
139 0.638000 1438 159980 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=150365 Ack=1 win=64240 Len=1380
140 0.638000 1438 161418 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=151745 Ack=1 Win=64240 Len=1380
141 0.639000 1438 162856 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=153125 Ack=1 Win=64240 Len=1380
142 0.639000 1438 164294 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=154505 Ack=1 Win=64240 Len=1380
143 0.639000 1438 165732 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=155885 Ack=1 Win=64240 Len=1380
144 0.639000 1438 167170 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=157265 Ack=1 Win=64240 Len=1380
145 0.639000 1438 168608 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=158645 Ack=1 Win=64240 Len=1380
146 0.639000 1438 170046 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=160025 Ack=1 Win=64240 Len=1380
147 0.639000 1438 171484 TCp 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=161405 Ack=1 Win=64240 Len=1380
148 0.639000 1438 172922 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=162785 Ack=1 Win=64240 Len=1380
149 0.639000 1438 174360 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=164165 Ack=1 Win=64240 Len=1380
150 0.640000 1438 175798 TCP 60602 1525  10.32.30.12 128.16.4.20 1525 > 60602 [ACK] Seq=165545 Ack=1 Win=64240 Len=1380
151 0.640000 64 175862 TCP 1525 60602 128.16.4.20 10.32.30.12 60602 > 1525 [ACK] Seq=1 Ack=144845 Win=24840 Len=0
152 0.640000 64 175926 TCP 1525 60602 128.16.4.20 10.32.30.12 60602 > 1525 [ACK] Seq=1 Ack=147605 Win=24840 Len=0
1532 0 AR4AOONO0N 143R 177364 TCP ANARNT 1525 10 22 20 12 128 1A 4 20 1525 = ANAN? TACK] Sen=1RARA25 Ack=1 Win=R4240 | en=13RN
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Indentifying Zero Window Size

A Select: Statistics
Then under YAxisUnits: select Advanced
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