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Wireshark Charts & IO Graphs

ÅHow to find and then graph performance problems

ÅIƻǿ ȅƻǳ Ŏŀƴ ǎŜŜ ǎƻƭƛŘ ǇǊƻƻŦ ǿƘŀǘΩǎ ǘƘŜ ǇǊƻōƭŜƳ 

ÅDisplaying graphs so others can visibly see the problem
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TCP Overview

Options(MSS Size)

Destination Port(i.e. telnet = 23)

Padding

Source Port

Application Layer or Data

Acknowledgment Packet( Equal to the previous acknowledgment

plus the amount received)

Sequence Number(Equal to the sequence number sent in the

previous packet plus the amount of data transmitted in current packet)

TCP Header

Window(Amount of buffer space

allocated to the connection)

TCP Header Offset - 6 bits

Reserved - 4 bits, Flags - 6 bits

Urgent Pointer(Points to end point 

in the data field considered urgent) 

Checksum(CRC Check for

TCP header)
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TCP Overview

Connection Oriented:Before data can be transferred, a TCP 
connection must be established.

Full Duplex:Every TCP conversation has two logical pipes; an outgoing 
and incoming pipe.  

Reliable:  All data is sequenced and lost packets are detected and 
retransmitted.

Byte Stream: TCP views data transmitted over a pipe as a continuous 
stream of Bytes.

Sender and Receiver Flow Control:A TCP Window is used to avoid 
sending too much data.  This will be discussed in more detail in a 
later slide.

Segmentation:TCP will segment any application data so that it will fit 
within the IP MTU.
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TCP Overview
Å TCP 2 WAY HANDSHAKE

Å The delta value between frames 1 and 2 can be used as a TCP 

transport connect baseline value.

Å Other important information gathered from this handshake:

ÅWindow Size

ÅSACK

ÅMaximum Segment Size

ÅWindow Scale Option value
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Indentifying Zero Window Size

ÅSelect: Analysis>Expert Info Composite
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Indentifying Zero Window Size

ÅWireshark shows expert condition by protocol. 
TCP Zero Window
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Indentifying Zero Window Size

ÅTCP Zero Window followed by TCP Windows 
Update
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Indentifying Zero Window Size

ÅSelect: Statistics 
Then under Y Axis Units: select Advanced 


