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Design Goals for 802.11n

& |EEE 802.11n is a proposed amendment to the IEEE
802.11-2007 wireless networking standard

(o)

& Significantly improve PHY layer transmission rate
over previous standards, such as 802.11a and
802.11b/gwitho Hi gh Thr ouopgtbonsut 0 (

& Increasing the MAC layer transfer rate to achieve a
minimum of 100 Mbps data throughput

o

A Maintain backward compatibility with existing IEEE
WLAN legacy solutions (802.11a/b/g)
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How the Goals are achieved

A combination of technical functions at PHY and MAC
layers are added to the existing 802.11 standard:

Increasing the physical transfer rate with new
modulation scheme and timing up to 600Mbps

New multi-streaming modulation technique using
MIMO (multiple input, multiple output antennas)

Joining two adjacent channels with Channel bonding
Support for frame aggregation A-MPDU & A-MSDU
New Block Acknowledgments
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PHY layer improvements

Modified OFDM

& The number of OFDM data sub-carriers is increased
from 48 to 52 which improves the maximum
throughput from 54 to 58.5 Mbps

Forward Error Correction

& FEC is a system of error control whereby the sender
adds redundant data to allow the receiver to detect
and correct errors. 3/4 coding rate is improved with
5/6 boosting the link rate from 58.5 to 65 Mbps
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PHY layer improvements (cont.)

Shorter Guard Interval (GI)

¥ The Gl between OFDM symbols is reduced from
800ns to 400ns and increases throughput from
65 to 72.2 Mbps

Channel Bonding

& Doubling channel bandwidth from 20 to 40 MHz
slightly more than doubles rate from 72.2 to 150 Mbps

Spatial multiplexing

3 Support of up to four spatial streams (MIMO)
Increases throughput up to 4 times 150 to 600 Mbps
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Channel Bonding (Channel 6 & 10)

File: Channel Bonding 2_4.wsr €3
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Channel Bonding (Channel 52 & 56)

I Channel Bonding 52 and 56.wsr
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Channel Bonding (configuration)

802.11n supports bundling of two 20 MHz channels

& Select a control channel # and the channel offset

& Both channels must fit inside allowed frequency range
& A-band does not allow to select channel # manually

Interface
|Dynamic Freguency Selection (DFS) w ‘Channel 44 5220 MHz
AirPcap M Wireless Capture Device

Band 1-51501t0 5250 GHz

Band 2 - 5250 to 5.350 GHz

Band 3-547010 5.725 GHz Basic Parame ters

Above 40 MHz v Channel: 5220 [ 44] (]
ZJJN?IEZE g Channel Offset: k1 |E
BE|DW "1‘[" MHZ Capture T-:..-pe: -1

Above 40 MHz a

Configuration on Cisco AP1250 Configuration on AirPcap N
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Channel Allocation 5GHz Band

Frequency Channel FCC ETSI MKK Available non-overlapping
Band ID (GHz) {GHz) {GHz) channels
34 - - 5170 FCC (USA and Canada) 24
36 5180 £.180 - ETSI (Europe) 19
38 - - 5180 MKK (Japan) 19
Lower 10 5200 | 5200 =
B and
UNIL1 42 - - £.210 ) ]
- 11 £ o0 £ o0 — Transmit Power Control (TP C) required
46 - - £.230
18 5'24']* 2200 — FCC (USA and Canada) Band 2 2¢e
. 52 £.260 5260 £.260
Middle = ETSI (Europe) Band 12,28
Band 56 £.280 5280 £.280 MKK [Japan) EETEREET
UNIL2 60 £.300% | 5.300 £.300 —
64 53200 | 5.320 5.320
100 G E 00 EE0 Dynamic Frequer_'lc'grdsfnzlecﬁun (DFS)
104 5520° | 5520 5520 requiredror
I8 E'EM* 2210 5.0 FCC* (USA and Canada) Band 2 2e
. 112 £.560 £ 560 £.560
High = ETSI (Eumpe) Band 1,22e
Band R 55807 | 5.560 | 6580 MKK (Japan) Band 1,2.2¢
UNIL2 120 £.600° | 5.600 £.600 =
Em"{'led 124 £6200 | 5620 5620
128 £.640° | 5.640 £.640
132 5660° | 56RO 5.660 Some channels only allowed for
136 5. REO* e atall 5 GE0 inhouse use
140 £.700¢ | 5.700 £.700
Upper 149 £ 745 - . *New stricter FCC DFS2 rules
Band 153 5765 - - valid off July 20, 2007
UNIL3ASH 157 5785 - -
e 161 £ 805
ISM 165 5525
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Multi-Streaming Modulation

P) | SISQ (¢
5021100 AP Bl (48mg|e-|n, Slngle-Oul) 802.11a/g client
(non-MIMO) = max. 54Mbit/s N (nen-MIMO)
) ‘)> l)> (Multiple-In, Single-Out) /A |
802.11n AP < > 802.11a/g client
(MIMO) =’ < » N\~ (nhon-MIMO)
max. 54Mbit/s
)> l)> P> Multipl |M”:\/I/|Olt' le-Out) /™ i
802.11nAP L | (<u EESEI D g-u ~/802.11n client
mmo) (N ; (MIMO)
150Mbit/s per spatial
stream
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Modulation Coding Scheme (MCS)

802.11n introduces a new Modulation Coding Scheme

& 802.11 b/g adapts to channel conditions by selecting
the highest of 12 possible rates from 1 to 54 Mbps

& The 802.11n standard will allow some 77 possible
M C S-Gsome compulsory, some optional

& MCS selects, based on RF channel conditions, the
best combination of 8 data rates, bonded channels,
multiple spatial streams, different guard intervals and
modulation types
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MCS Configuration

Data Rates: [ BestRange ][ Best Throughput ]’ Def:ault]
6.0Mb/sec & Require O Enable O Disable
9 0Mb/sec (& Require (O Enable O Disable
12.0Mb/sec (& Require O Enable O Disable
18.0Mb/sec (3 Require (O Enable O Disable
24 OMb/sec & Require (O Enable O Disable
36.0Mb/sec (& Require () Enable ) Disable
48.0Mb/sec & Require () Enable O Disable
54 OMb/sec & Require O Enable O Disable
MCS Rates: fo |12 ]34 ]85 |6 | 7|89 10|11 |12]13|14]15
Emable| ® | ® | ® | ® @ |0 | @ |efle|/eo|/eo|e 0|06 |6
Disablel O | O[O O[O |0 |O|Q|[c[O0[O0|0|O O[O0
- AN /)
Y h'd
1 spatial stream 2 spatial streams
Screenshot Cisco AP1250

www.wiresharkU.com
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MCS Rate Chart

20 MHz Channel 40 MHz Channel
MCS Rate Chart 2 Streams B
(MIMO) (MIMO)
MCS Rafe | 0 7 ? 3
Bzu:gllzn Mb 65 1 o .
Gl = 800ns Y » ® 85 & . A
MCS Rafe | 4 5 & 7
802.11n MCS Rafe | 0 7 2 3 0 1 > 3
5GHz Mbps 65 13 195 16 135 27 405 =
Gl = 800ns ' 30 52 585 &85 81 108 1215 135
MCS Rate 4 5 & 7 4 5 & :
802 11n MCS Rate _'j 7 z 3 0 7 > 3
5GH2 Mbps 72 144 217 280 15 30 3= a0
Gl = 400ns ' FERR B T RNl 867 1156 130 1444 00 120 135 190 180 240
MCS Rafe | 4 5 & 7 iz i3 {4 15 4 5 & 7 iz {13
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MAC layer improvements

Frame Aggregation Mechanisms

& Aggregate-MAC Service Data Unit (A-MSDU) wraps
multiple Ethernet frames in a .11n frame up to 8KB

& Aggregate-MAC Protocol Data Unit (A-MPDU) allows
bursting 802.11 frames up to 64KB

& A-MPDU is performed in the software whereas
A-MSDU is performed in the hardware

Block Acknowledgement

& Block ACK effectively eliminates the need to Iinitiate
a new transfer for every MPDU
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MSDU Aggregation

& Multiple Ethernet frames for a common destination
are wrapped in a single 802.11 frame

& More efficient than A-MPDU as only one radio- and
802.11 MAC header is applied

& Whole frame must be retransmitted if no
acknowledge

Multiple Ethernet Frames

A A
Preamble Preamble Preamble

Radlo 802. 11n A- MSDLN A- MSDUX/ A-MSDU 802 11

—_
Preamble Header

Aggregated MAC Service Data Units
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A-MSDU Analysis

“4' D05-1_AMSDU. pcap - Wireshark
Eile Edit Wew Go Capture Analyze  Statistics  Help

= EEXZE A+ TILIEE QQAABO | E$DM % B
Eilter:l * Expression.., Clear Apply
I:I I:I I:I Decryption Mode: 57 Decryplion Keys., ..

Mo, - Delta Time T Rate RS3I  Source Destination Protocol Info A
BE7 0.000129 300.0 Mbps -40 192.168.0.181 192.168.0.187  UDP Source port: 4071 Cestinati|=
sol 0000022 54,0 Mbps  -45% Cisco_al:sd:c0 (RA) TEEE 802 Acknowledgement, Flags=.....
BE9 0,000224  270.0 Mbps 40 192.168.0.181 192.168.0.187 LDP Source port: 4071 Destinati
870 0.000021  54.0 Mbps -45% Cisco_al:8d:c0 (RA) IEEE 802 Acknowledgement, Flags=.....
871 0.000206 270.0 Mbps -41 192.168.0.181 192.168.0.187 LDP Source port: 4071 Destinati
872 0.000021  %4.0 Mbps -45% Cizco_al:8d:c0 (RA) IEEE 802 Acknowledgement, Flags=..... v

| )

[+

Frame 867 (2628 bytes on wire, 2628 bytes captured)
PFI wersion 0, 84 bytes

IEEE B0Z.11 QoS Data, Flags: ...... F.

B TEEE 50Z.11 Aggregate MSDU

[+

[+

A-MSDU Subframe #1
A-MSDU Subframe #2
A-MSDU Subframe #3 All trace files made with:
A-MSDU Subframe #4
A-MSDU Subframe #5

[+

H H HE

A-MSDU Subframe #6 R CISCO AIR'AP1252AG'E'K9, S/W 124(10b)JA
® A- ubframe #7
= AMSDU Subfrane #5 ' Buffalo WLI-CG-AG300N: Driver 3.0.0.13

A-MSDU Subframe #9
A-MSDU Subframe #10

+
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MPDU Aggregation

& Multiple Ethernet frames for a common destination
are translated to 802.11 format and sent as burst

& Elements of an A-MPDUSs burst can be
acknowledged individually with one single Block-
Acknowledge

& Only not-acknowledged A-MPDUs are retransmitted

Radlo 802.11n 802.11

\ / / Aggregated MAC Protocol Data Units
A-MPDU 1 A-MPDU 2 A-MPDU last
T T T4
More Bit RIFS* +— MoreBit ~ RIFS* |«— More Bit

(Reduced Interframe Space: 2s)
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A-MPDU Analysis

"4’ D05-2_AMPDU. pcap - Wireshark
File Edit Wew Go Capture Analyze  Statistics  Help

Beoee BEXEE Acr»aTL2IEE QQQAR | #EB %|H

Filker I w Expression... Clear Apply

802,11 Channel; I:l ¥ Channel Offset; |:| - | FCS Filker; I:l - |Decry|:ution Made: - | Wireless Setbinos, .. Decryption Keys, .,

Mo, - Delta Time: T# Rate RS5I | Source Destination Protocol Info )
66 0.000022 300.0 Mbps -33 192.168.0.180 192.168.0.185% LIDP Source port: 2658 Destinati

67 0.000022 54.0 Mbps -44 Buffalo_73:0%:af (TA) Cisco_al:8d:c0 (RA) IEEE 802 802.11 Elock Ack, Flags=....

192.168.0.150 192 . 165.0. 155 LIDF Source port: 26325 Destinati
Euffalo_73:05:af (TA) Cisco_al:8d:c0 (RA) IEEE 802 80Z.11 Elock Ack, Flags=....
il | >

F50,000132 500,00 Mbps

76 0.000023  54.0 Mbps

B Frame 75 (1620 bytes on wire, 1620 bytes captured)
B PPI wersion 0, 84 bytes

= IEEE 802.11 Aggregate MPDU
MPDU #1

MEDU #2

MEDU #3

MEDU #4

MPDU #5

MPDU #&

MPOU #7

MEDU #8
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Block-ACK Mechanism

& Rather than sending an individual acknowledge
following each data frame, 802.11n introduces the
technigue of confirming a burst of up to 64 frames
with a single Block ACK (BA) frame

& The Block ACK even contains a bitmap to selectively
acknowledge individual frames of a burst
(comparable to selective acknowledges of TCP)

& The use of combined acknowledges can be
requested by sending a Block ACK Request (BAR)
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Block-ACK Mechanism (cont.)

A-MPDUs -I-I.I.l cees -lll.lll-l Block ACK

Sequence # Bitmap (64 bits)
StartSequence#1+ 1111 1111 e. 63111
lost frame
A—
A-MPDUS llllllll oo« T siockAck
Sequence # 67 125 126 127 128 Bitmap (64 bits)

Start Sequence#65+ 1111 1111 (41=129111

retransmitted frame

V4
ampous (I - - - - WA siockack
Sequence # 126 129 130 131 188 189 190 191 Bitmap (64 bits)
Start Sequence#128+ 1111 1111 ¢é. 1A11
C 6_ WwWw.wireshark.com
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Block-ACK Bitmap Analysis
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