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About your Presenter

Tony Fortunato, Sr Network Specialist, The Technology Firm
Certified Fluke Networks and Wireshark Instructor
Website: www.thetechfirm.com

A Senior Network Specialist with experience in performance testing, network design, implementation, and
troubleshooting LAN/WAN/Wireless networks, desktops and servers since 1989.

Tony has taught at Colleges/Universities, Networld/Interop and many onsite corporate settings to thousands of
analysts.

Tony is an authorized and certified Fluke Networks and Wireshark Instructor. His Pine Mountain Group CNA
Level | and Il certification demonstrates his vendor neutral approach to network design, support and
implementations.

Tony has architected, installed and supported various types of Residential Wireless High Speed as well as
hundreds of WIFI hotspots.. Tony combines custom programs, open source and commercial software to
ensure a simple support infrastructure.

Tony works on networks from 2 to 120,000 nodes and specializes in post installation performance/design review.
This process involves using various tools (Protocol analyzers, traffic generators and network management)
and working on multi-vendor equipment (switches, routers, servers, etc).

Tony works at customer sites within a range of capacities from project management, network design, consulting,
troubleshooting, designing customized courses and assisting with installing physical equipment.
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Overview of HTTP

A Hypertext Transport
Protocol % - E _g_ > | & %
ARFC 2616 (HTTP v1.1) s
A Distributed
hypermedia - =
Information s ICMP
distribution [ ARP
application Data Link Layer
~— T
CACE WIRESHARK

TECHNOLOGIES UNIVERSITY



Winlnet Limits Connections Per Server

Article ID:183110Last Review:October 26, 2007Revision:4.2 from Microsoft support and was
previously published under Q183110

Winlnet is an API used for applications to use specific protocols like Gopher, FTP, and HTTP
protocols to access Internet resources.

Winlnet limits the number of simultaneous connections that it makes to a single HTTP server. If you
exceed this limit, the requests block until one of the current connections has completed. This'is
by design and is in agreement with the HTTP specification and industry standards.

WinlInet limits connections to a single HTTP 1.0 server to four simultaneous connections and
connections to a single HTTP 1.1 server are limited to two simultaneous connections.

The HTTP 1.1 specification SRFC2616 mandates the two-connection limit. The four-connection
limit for HTTP 1.0 is a self-imposed restriction that coincides with the standard that is used by a
number of popular Web browsers.

You can configure Winlnet to exceed this limit by creating and setting the following registry entries:

Note By changing these settings, you cause Winlnet to go against the HTTP protocol
specification recommendation. You should only do this it absolutely necessary and then you
should avoid doing standard Web browsing while these settings are in _ _
effect: HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings

MaxConnectionsPerServer REG_DWORD (Default 2)
Sets the number of simultaneous requests to a single HTTP 1.1 Server

MaxConnectionsPerl_0Server REG_DWORD (Default 4
Sets the number of simultaneous requests to a single HTTP 1.0 Server
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HTTP Keep-Alives

Since HTTP 1.1 uses a keep-Alive, this option is no
longer required and ignored.

= Hypertext Transfer Protocol
GET / HTTP/1.1'r'n

Host: waswthetechfirm.com'rn
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-U!
Accept: text/xmlapplication/xml,application/xhtml+xml, text/htr
Accept-Language: en-us,en;q=0.5'r'n
Accept-Encoding: gzip,deflate'r'n
Accept-Charset: 150-8859-1,utf-8;9=0.7,*;,q=0.7r'n

Keep-Alive: 3004rn

Connection: keep-alive'rin

Cookie: aqusr=A1044.380253BB02 | B29EB5%"r'n
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HTTP Capture Filter

"2 Tony Fortunato - Wireshark: Capture Options -0 x|

-_apture

Interface: IEirnadn:Dm 440y 104100 Integrated Controller: \Device\NPF_{69504365-EDA2-43CF-8  * |
IP address: 10.44.10.105

Link-laver header bvpe; EEhernet |y Buffer size: |1 ﬂ medabykels)  Wireless Settings
AfCRE Helpful when HTTP uses
- TCP Port 80

Capture Filker: Itn:p port: hikkp| ;l

"4 Tony Fortunato - Wireshark: Capture Dptions -0l x|

-Capture

Interface: IBrnadcn:lrn 440 10/100 Integrated Controller: \Dewvice\NPF_{69504365-E062-43CF-8 = |

IP address: 10,44,10,105
Ethermet

w |Buffer size: |1 j megabytels)  Wireless Settings

I Ca Helpful when HTTP is not using
£ L TCP Port 80

Capkure Filker: II:n:p port 8030 ~ |

Link-laver header bype;
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HTTP Display Filters

"4' Tony Fortunato - clientdying.pcap - Wireshark

File Edit Mew Go Capture Analyze  Statistics  Help
Bl a8 e EREREEE Ae T LEIBE|®QC

Eilter:l * Expression... Clear Apply

You can use the following Display Filters
http (TCP SYN, ACKs, RST or FIN packets will not be displayed)

tcp.port==80 (or whatever port number you use)

http.request. method == "GETnh
http.request. method == APOST"
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List of HTTP Display Fields

"4 Tony Fortunato - clientdying.pcap - Wireshark
File Edit \View Go Capture Analyze Skatistics  Help

= EEREE| XA e 2T LEIEE|AC

Filker: I - Clear  Apply
Field name Felation Yalue (protocoly
spresert |

http. notification - Motification {TRUE if HTTP notific — B et ]

http.response - Response (TRUE if HTTP response I=

http.request - Request (TRUE if HTTP request) -

http.authbasic - Credentials -

http.request, method - Request Method (HTTP Req—' _

http.request, uri - Request URI {HTTP Request-UR] e

hktp. request, version - Request Yersion (HTTP Reqi cantains

http.response, code - Response Code (HTTP Respc matches

http. authorization - Authorization (HTTP Autharizal

http.proxy_authenticate - Proxy-Authenticate (HT

http.procey_authorizakion - Proxy-Authorization (H

http.proxy_connect_host - Proxy-Connect-Hoskna

hitp. proxy_connect_part - Proxy-Connect-Port (H = | Range (affsetilength)
| | i |

Ik Cancel |

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




HTTP Packet Structure

TCP-based (Port 80)

Variable-length header
[http-post.pcap]

=l Hypertext Transfer Protocaol
Bl POST fappsfagentsubrmgrfappinstru.asp HT TR/ [vrin
=l Hypertext Transfer Protocaol Fequest Method: POST
El GET fappsfAgent/en-us/ AgentSi chknews, asplaffid=4 Request URI: fappsfagent/subrmgrfappinstru.asp
Fequest Method: GET Fequest Version: HT TR/ |
Fequest URL fapps/Agent/ en-us/ AgentSi chlnews Accept: *Hirin
Fequest Yersion: HT TP/ | Feportingiource: | DCC47C7BBO9444BAZ445072BD8CEC RN
Accept: FHFirin Reportingldent: 1irin
User-Agent: MCUPDATE N Content-Type: application/binarmirin
Heost us.mecafee. cormirin User-Agent: McHmpirin
i Host: us.mcafee. cormirin
GET to read data Content-Length: 526

POST to write data
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Wireshark Field Names

As you highlight various fields in the Packet Details
View, youoll see the field
bar.

Frame | 58 (| 83 bytas on wire, | 83 bytes captured)
Ethernet I, Src Ambithlic_aaaf80 (004059 aaaf80), Det
Internet Frotocol, Src 17206 110 (172 1&61.10), Dst: 21 &

Transmission Control Frotocel, Src Fort 1092 (1092), Dst

= Hypertext Transfer Frotocol
= GET fistscriptsfysb _exe.phplaccount id=1 0004538 s

FEL.-E-::| west Meathod: GET

F.equest LIRL fistiscriptsfysb exe.phplaccount_id=10
Fequest Warsion: HTTF/ .|

User-Agent: Mozilladd, 0 {compatibla)irin

Host: ysbweab.comirin

ety

HTTP Request Method (http.request, method), 3 bytes Packets: /( vvive.wiresharky.com

e
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Analyze Normal HTTP Traffic

Most common commands: P S
-Stream Content |
- GET GET /apps/Agent/en-us/Agent5/chknews.asp?
POST affid=&05=4&Version=5.0&INS=200206121212&MYS= 200406151000&0EM—&S1C
= HTTP/1.1
Accept: */*
User-Agent: MCUPDATE
. Host: us.mcafee.com
Responses are numerical: S TR/TI200 o I
2 Server: Microsoft-IIS/5.0
- IxX Informational Date: Thu, 02 Sep 2004 17:14:27 GMT
X-Powered-By: ASP.NET
- 2XX SUCCGSSfUI Content-Length: 10
3 R d . \ ContentkType text/html - :
- Set-Cook1e ASPSESSIONIDSABTCQQC—CFOFPEHCLHMEMNMNDBAAPOAF pat
XX e II’eCtIOn Cache-control: private
-4xx  Client error status-1 -
= 5XX Server error Hu. Entire rsation (3563 bytes) E|Oy ASCI ) EBCDIC ) HexDump ©) C Arrays () Raw
l = =
& m http_ post. pcap [ Close ] [ Filter Out This Stream

Complete list of HTTP status Codes may be found at
http://www.lana.org/assignments/http-status-codes
or RFC2817
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DiSSGCting HTTP GET (nhttp-post.pcap)

Hypertext Transfer Protocol

= GET fappsfAgentfen-usiAgentS
Fequest Method: GET <:::| Command GET, POST, etc..
Request URI: fappsiAges ] Uniform Resource Identifier may be
n Version HTTR | classified as a locator (URL) or a name
equest Yersion: . (URN) or both
Accept FFirn What media types are Accepted
User-Agent: MCUPDATE W What Software made the call
Haost: us.mcafes, comirin
Ty
/’F /( www.wireshark.com
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HTTP Connection

The 6 C o n n e ddfaultasrtypically keep-alive, but a
server may request the client to close the connection
witha o ¢ | oespenge.

=I Hypertaxt Transfer Protocol
B Hypertext Transfer Protocol

GET /coopfimages/zoogle custom search smnargif HTTRAL i

Host: www.google.comirin HTTFA T 301 Moved Permaneanthrin
User-dgent Mozilla/50 Mindows; U wWindows MNT 5ol en-US; ey Drate: Sun, 07 Jan 2007 08:23:34 GMTyn
s ol fpng**,q=0.54r

coept Imagelpna o sarver: Apacheairin

Accept-language: en-us,en;q=0.54n

Accept-Encoding: gzip,daflateirin Location: httpiifespn.go.comirin

Accept-Charset: [50-8859- | utf-8,9=0.7 ¥;q=0.7\rn Content-Length: 227
K.eep-Alive: 300irin Connection: closairin
_ tion: keap-alivelry .
ernection: keep-aiveinn _ontent-Type: text/html; charset=iso-B859- |rin

Refarar httpifeewew thetechfirm.comirin
Cookier _ utma=| 73272373 2018293701, 1862767221 | 872197

ety
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Dissecting HTTP Reponse ttp-post.pcap)

= Hypertext Transfer Frotocol
ECHTTRAL D 200 SRR
Fequest Yersion: HT TR/ .| < | HTTP Version .9, 1.0, 1,1
Fesponse Code: 200
sarver: Microsoft-l15/5.00n
Date: Thu, 02 Sep 2004 | 71427 GMTwn
> -Fowerad-By: A5F.NETW
Content-Length: ID< | 10 Bytes of Data
Content-Type: text/htmlrin
set-Cookier ASPSESSIOMNIDSABRTCOQOQC=
_ache-control: privateirin

W

| Only receiving device can cache this data

=1 L data: text/html

Status=1n

1
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HTTP Commands,

Codes Reference

RFCO s

Commands:

Method  |[References
DELETE |RFC 1945

GET IRFC 1945
HEAD RFC 1945
LINK RFC 1945

OPTIONS |RFC 2068
PATCH |RFC 2068
POST RFC 1945
PUT IRFC 1945
TRACE |RFC 2068
UNLINK |RFC 1945

e —
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Status code categories:

Description
Category
lyz Informational.
2yz Success.
3yz Redirection.
Ay 7 Client error.
oy Z Server error.
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HTTP Filter Reference

1 Display Filter Reference: Hypertext Transfer Protocol
A Capture Filter iy P
Protocol field name: hiip
Versions: 010010 0.99 6
th por’[ 80 Back to Display Filter Reference
hitp.accept String Accept 0.10.810 0996
: - http.accept_encoding  String Accept Encoding 0.10.810 0996
A Display Filter . _
hitp.accept_language  String Accept-Language 0.10.8100.99.6
. http.authbasic String Credentials 0.100t0 0996
Status line 3 . o
http.authorization String Authorization 0.10.0t00.99.6
. hitp.cache_control String Cache-Control 0.10.8100.996
Epr@SSlonS http.connection String Connection 0.108t0 0996
. hitp.content encodin Strin Content-Encodin 0.10.210 0996
Documentation g = ¥ . .

Unsigned 32-bit

http.content_length Content-Length 0.10.1100.996

integer
hitp.content_type String Content-Type 0.100t0 0996
http.cookiw_ ' Strinc.1 Cookie 108100996
’kﬂ \.‘_"._' ~w‘_ '_\."‘.\“ Moamaa s '.."Q
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HTTP Packet Counter Information

A good start to analyzing HTTP Is to document the
number of Get commands a webpage produces

il HTTP/Packet Counter =10l x|

From the Statistics HTTP
Taopic [ Ikem Counk | Rake Percent
menu choose Packet Counter ———
BOOTP-DHCP. .. = HTTP Request Packets 125  0.003109 51.23%
Destinations. .. . GET 125 0.003109 100,00%
Flow Graph... = HTTP Response Packets 118 0002935 48.36%
IV i Load Distribution... 2771 broken 0 0.000000 0.00%
IP address. .. Packet Counter. .. _
1 Informational 1] 0.000000  0.00%:
ISP M ,
=10 x| =l 2w Success 115 0.002851 97.46%
200 COK 115 0002861 100.00%
E'lter:l = 3xx: Redirection 3 0000075 2.54%
; 301 Moved Permanently 1 0.000025 33.33%
Cancel |
- 302 Found z 0,000050 66.67%
4 Clienk Error 0 0.000000  0,00%:
- - Sut Serwver Error 0 0.000000 0,00%:
Print screen is the only way to capture Otther HTTF Packets 1 0.000025 0.41%
this information
Close
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HTTP/Load Distribution

1! HTTP/Load Distribution =100 x|
Topic | Ikam I Caunk I Rate I Percent I
Load Distribution. .. = HTTF Requests by Server 125 0.003109
IP address... Packet Counter... HTTP Requests by Server Address 125 0.003109 100,00%
ISLIP Messages,,, Requests,,, =l HTTP Reguests by HTTP Host 125 0.003109 100,00%:
y LA, BSDM, COM 1 0000025 0,80%
1 Wireshark: HTTP /Load Distribuk o] x| B5pM.go.com z 0.000050 1.60%
assets, espn,go. com 91 0.00z2z64 7Z2.80%
ﬂl http.r‘equezt. method == "GET"| sporks.espn.go.com 9 0.000224 7.20%
SCOFes, esprn,go, com Z2 0.000050 1.80%
Create Skat Cancel | g, g com 4 0,000099  3,20%
espn-ak.skarwave, com 7 0.000174 5.60%
ehg-dig. hitbox, com 3 0.000075 Z.40%
WSS, go,com 2 0.,000020 1,80%
skatic.espn.go.com 3 0.000075  2,40%
seaviden-ak.espn.go.com 1 0.000025 0.80%
HTTP Responses by Server Address 118 0.002935
Print screen is the only way to capture
this information o
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Analyze Unusual HTTP Traffic

http-espn.pcap

Notes:

Dependencies on other
web sites.

Not all HTTP requests
are successful.
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