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TCP

In this session we will examine the details of TCP, 
How it Works:

how it sets up the connection,

how it keeps track of the data, 

how it manages and controls the throughput,

how it recovers lost data,
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TCP Overview

Connection Oriented:

Before data can be transferred, a TCP connection must be established.

Full Duplex:

Every TCP conversation has two logical pipes; an outgoing and incoming pipe.  

Reliable:  

All data is sequenced and lost packets are detected and retransmitted.

Byte Stream: 

TCP views data transmitted over a pipe as a continuous stream of Bytes.

Sender and Receiver Flow Control:

A TCP Window is used to avoid sending too much data.  This will be discussed in 
more detail in a later slide.

Segmentation:

TCP will segment any application data so that it will fit within the IP MTU.
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TCP Header
Source Port: 2 Bytes to identify the source application layer protocol.

Destination Port:  2 Bytes to identify the destination application layer protocol.

Sequence Number: 4 Bytes.  Indicates the outgoing bytes stream sequence 
number.  When no data is to be sent the sequence number will be set to the 
next octet.

Acknowledgement Number: 4 Bytes.  Provides a positive acknowledgement of all 
octets in the incoming byte stream.

Data Offset:  4 bits.  Indicates where the TCP segment data begins.

Reserved:  6 bits.  For future use.

Flags:  6 bits.  Indicates one of six different flags.

Window:  2 Bytes.  The number of Bytes available space in the receive buffer of 
the sender.

Checksum:  2 Bytes. 2 Byte field to provide a bit level integrity check.

Urgent Pointer: 2 Bytes.  Indicates the location of urgent data in the segment. 

Options:  Indicates additional TCP Options.
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TCP/IP Protocol Suite
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TCP Three-way Handshake

The delta value between frames 1 and 2 can be used as a TCP transport connect baseline value.

Other important information gathered from this handshake:
ÅWindow Size

ÅSACK

ÅMaximum Segment Size

ÅWindow Scale Option value
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TCP Close, FIN, ACK, FIN

Å

Packet #28 through #31 reveals the FIN, ACK, FIN that closes the TCP session 
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SYN, RST

Å This capture shows that the server is responding with a reset (RST).

Å This indicates that the destination server is receiving the packet but 
there is no application bound to that port. 

ÅMake sure that your application is bound to the correct port on the 
correct IP address.
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TCP Flag Information

Urgent (URG):
Indicates that the segment portion contains urgent data.  The urgent data is found using the 

Urgent Pointer Field.

Acknowledgment (ACK):
The ACK flag is always set, except during the first phase of a TCP connection.

Push Function (PSH):
Indicates that the contents of the receive buffer should be immediately passed to the application 

layer.

Reset The Connection (RST):
Indicates the connection is to be aborted. (abnormal session connection).

Synchronize Sequence Number (SYN):
Indicates that this segment contains an Initial Sequence Number. This flag counts as 1 Byte.

Finish Sending Data (FIN):
Indicates that the sender is finished sending data.  When a FIN is transmitted, the receiver will 

respond with a FIN to close down the connection. This flag counts as 1 Byte.
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TCP Performance 
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TCP Algorithms:

ÅSlow Start- Every ackƛƴŎǊŜŀǎŜǎ ǘƘŜ ǎŜƴŘŜǊΩǎ ǿƛƴŘƻǿ 
(congestion window)size by 1

ÅCongestion Avoidance - wŜŘǳŎƛƴƎ ǎŜƴŘŜǊΩǎ ǿƛƴŘƻǿ ǎƛȊŜ ōȅ 
ƘŀƭŦ ŀǘ ŜȄǇŜǊƛŜƴŎŜ ƻŦ ƭƻǎǎΣ ŀƴŘ ƛƴŎǊŜŀǎŜ ǘƘŜ ǎŜƴŘŜǊΩǎ 
window at the rate of about one packet per RTT 

ÅFast Retransmit -5ƻƴΩǘ ǿŀƛǘ ŦƻǊ ǊŜǘǊŀƴǎƳƛǘ ǘƛƳŜǊ ǘƻ Ǝƻ ƻŦŦΣ 
retransmit packet if 3 duplicate acks received

ÅFast Recovery - Since duplicate ackcame through, one 
packet has left the wire. Perform congestion avoidance, 
ŘƻƴΩǘ ƧǳƳǇ Řƻǿƴ ǘƻ slow start
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TCP Slow Start Algorithm &Congestion Avoidance

Å ²ƘŜƴ ŀ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŜǎǘŀōƭƛǎƘŜŘΣ ¢/t ΨǘŜǎǘǎ ǘƘŜ ǿŀǘŜǊǎΩ ŀǘ ŦƛǊǎǘ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ōŀƴŘǿƛŘǘƘ ƻŦ ǘƘŜ 
connection and to avoid overflowing the receiving host, any other devices or links in the path. 

Å When a connection is successfully opened, only one packet is sent until an ACK is received. 

Å This continues until the amount of data being sent per burst reaches the size of the receive window on 
the remote host. 

Å At that point, the slow start algorithm is no longer in use and flow control is governed by the receive 
window.  However, at any time during transmission, congestion could still occur on a connection.  If this 
happens (evidenced by the need to retransmit), a congestion avoidance algorithm is used to reduce the 
send window size temporarily, and to grow it back towards the receive window size. 

Å Slow start and congestion avoidance are discussed in RFC 2001.
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TCP Retransmission Behavior

Å TCP starts a retransmission timer when each outbound segment is handed down 
to IP. 

Å If no acknowledgment has been received for the data in a given segment before 
the timer expires, then the segment is retransmitted. 

Å For new connection requests, the retransmission timer is initialized to 3 seconds, 
and the request (SYN) is resent up to TcpMaxConnectRetransmissions times.
ï (the default for Windows 2000 & XP is 2 times, Windows NT 4.0 is 3 times). 

Å On existing connections, the number of retransmissions is controlled by the 
TcpMaxDataRetransmissions registry parameter  (5 by default). 

Å The retransmission time-out is adjusted "on the fly" to match the characteristics of 
the connection using Smoothed Round Trip Time (SRTT) calculations as described 
in RFC 793.  The timer for a given segment is doubled after each retransmission of 
that segment.  Using this algorithm, TCP tunes itself to the "normal" delay of a 
connection.  TCP connections over high-delay links will take much longer to time 
out than those over low-delay links. 

Å By default, Windows XP resends a segment if it receives three ACKs for the same 
sequence number and that sequence number lags the current one. This is 
controllable with the TcpMaxDupAcks registry parameter.
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TCP Fast Retransmit Behavior
Å There are some circumstances under which TCP will retransmit data prior to the 

retransmission timer expiring.  The most common of these occurs due to a feature known as 
fast retransmit. 

Å When a receiver that supports fast retransmit receives data with a sequence number beyond 
the current expected one, then it is likely that some data was dropped.  To help make the 
sender aware of this event, the receiver immediately sends an ACK, with the ACK number set 
to the sequence number that it was expecting. 

Å It will continue to do this for each additional TCP segment that arrives containing data 
subsequent to the missing data in the incoming stream.  When the sender starts to receive a 
stream of ACKs that are acknowledging the same sequence number, and that sequence 
number is earlier than the current sequence number being sent, it can infer that a segment 
(or more) must have been dropped.  Senders that support the fast retransmit algorithm will 
immediately resend the  segment that the receiver is expecting to fill in the gap in the data, 
without waiting for the retransmission timer to expire for that segment.  This optimization 
greatly improves performance in a lousy network environment.  By default, Windows XP 
resends a segment if it receives three ACKs for the same sequence number, and that 
sequence number lags the current one.  This is controllable with the TcpMaxDupAcksregistry 
parameter. 
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Selective Acknowledgements (SACKS)

Å Selective Acknowledgment (SACK) is a mechanism that includes a retransmission algorithm which helps 
overcome weak links on the TCP/IP stack. The selective acknowledgment extension uses two TCP options. 

ï The first is a two-byte enabling option, SACK-permitted, which can be sent in a SYN segment to 
indicate that the SACK option can be used once the connection is established. 

ï The second option is the SACK option itself, which can be sent over an established connection once 
both the sender and the receiver have successfully negotiated the SACK-permitted option. Whenever 
there is loss of data, the data receiver can send the SACK option to acknowledge the out-of-order 
segments. The data blocks are identified using the sequence number at the start and at the end of 
that block of data. This is also known as the left and right edge of the block of data.

Å The Novell and Microsoft TCP/IP stack supports SACK per RFC 1323. The use of SACK is helpful in a scenario 
where there is a heavy flow of traffic and some packets are getting lost. With SACK, the sender doesn't 
have to resend all the packets that were sent after one lost packet. He can selectively resend only the 
packets that were lost. SACK has no impact on a LAN connection's performance.

Å SACK is especially important for connections that use large TCP window sizes. Prior to SACK, a receiver 
could only acknowledge the latest sequence number of a contiguous data stream that had been received, 
or the "left edge" of the receive window. With SACK enabled, the receiver continues to use the ACK 
number to acknowledge the left edge of the receive window, but it can also acknowledge other blocks of 
received data individually. 
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